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COUNTERACTING EFFECTS OF A LONG-LASTING
ELECTRICAL POWER FAILURE IN THE AREA
OF LARGE CITIES. A CASE STUDY FOR THE
MUNICIPALITY OF THE CITY OF SZCZECIN

The author’s intention is to show the impact ofexgnce from a specific crisis situation and
results brought about by it — in particular a Idagting and extensive power outage — affecting
the activity of entities obliged in terms of pretien of such threats as well as being prepared
to respond in the event of their occurrence. Dutn¢ospecified research subject, the reflec-
tions focus on the activity of the bodies of therlitipality of the City of Szczecin and coop-
eration with other entities for the prevention efegted threats, with particular emphasis on
after-effects of an extensive electrical powendi@l The paper refers to applicable laws and
official documents addressing competences and tasligned to these bodies as part of crisis
management, including the protection of criticdtastructure. A lot of attention was given
primarily to issues related to organizing, conchgi@nd coordinating training and exercises
in the field of crisis management with the partitipn of representatives of various entities
and circles, including academic ones. It mainlyspreged the conclusions and recommenda-
tions formulated on the basis of the exercise edrout on 19 March 2018: “Operation of the
City Crisis Management Team in the event of an etadtpower failure”, codenamée@n-
ergy 2018. The preparation and conducting of the exercéseiited from the need to explain
the problematic situation expressed in the follgviguestion:does facing real effects of
a blackout affect qualitative changes in terms of preparatidobligated entities in the event
of a similar crisis situation?

Keywords: crisis management, critical infrastructure, eieatrpower failure, territorial self-
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1. INTRODUCTION

Currently, the functioning of every country, italgility and development, as well as the
existence of its residents — regardless whetheoriterns highly-developed countries or
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2 This applies to the Szczecin blackout of 8 AREDS.



44 C. Guniczak

those at a lower level of development — are depsraie electricity. Sustainable and con-
tinuous supply of electricity constitutes the setEonomic strength and international po-
sition. Moreover they determine its security inadpects and give the feeling of safety and
security to all people residing in its territorynétgy independence guarantees the state and
the society as well as all individuals uninterrauptdvancement and strengthens their
activity in various spheres of life.

In order to secure energy security contemporangstare carrying out — less or more
effectively — activities which in Poland are callgdte energy policy. The aims of this pol-
icy include: ensuring energy security of the statereasing economy’s competitiveness
and its energy efficiency as well as the protectibtihe environment The implementation
of the aims should be an added value in creatimglitions for the country’s sustainable
development, including harmonizing interests ofrggecompanies and fuel and energy
recipients; also, an economical and rational usdideel and energy, while taking into ac-
count requirements of environmental protection &uifilling obligations resulting from
international agreements

Continuous development of the system of energylgwpipich the legislator aggregated
into critical infrastructure gains particular impamce for the effective implementation of
the country’s energy policy goéls

The author’s intention is to show the impact ofengnce from a specific crisis situation
and results brought about by it — in particulargdasting and extensive power outage —
affecting the activity of entities obliged in term§ prevention of such threats as well as
being prepared to respond in the event of theinweace.

2. ELECTRICITY — A SENSITIVE LINK IN CRITICAL INFRA STRUCTURE
SYSTEMS. SELECTED ELECTRICAL POWER DISASTERS IN THE WORLD

Referring to the statement formulated in the inticditbn saying that the functioning and
flourishing of contemporary countries and their remmies, as well as the existence and
development of almost all of the people in the @are dependent on electricity, one needs
to stress that lack of electrical power effectiviglyits the capability of uninterrupted and

w

Electricity is the basic source of energy forustty and households. Due to the degree of the-econ
omy’s, and in particular household consumers’ ddpany on electricity, a power cut may cause
significant damage, especially in large urban @mtElectricity’s characteristic features, such as
the impossibility to store quantities that can m@eatn the short-term demand of customers and the
extremely short time between generation and consampesult in the electrical power system not
having inertia that allows any interruptions in glypwithout noticeable consequences for recipi-
ents. National Crisis Management Plan, part B, NCMR0@. Source: http://rch.gov.pl/krajowy-
plan-zarzadzania-kryzysowego/ (access: 01.08.2018).

4 See Atrticle 13 of the Act of 10 April 1997 Energyv (consolidated text, Dz. U. of 2018 item 755
as amended) — hereinafter: EL.

Cf. Article 1 EL.

Critical infrastructure — systems and mutuallytdéunctional objects contained therein, including
constructions, facilities, installations and seegiof key importance to the security of the stat a
its citizens as well as serving to ensure theiefiicfunctioning of public administration authoesi
institutions and enterprises. See Article 3 sulime@ of the Act of 26 April 2007 on crisis man-
agement (consolidated text, Dz. U. of 2017 item 20@mended) — hereinafter: CMA.

o o
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effective operation of the remaining statutorilyfided systems of critical infrastructdre
Therefore, one needs to realize that in the overdt us call it — national critical infra-
structure system electricity plays a decisive rolee effective running of this system and
the subsystems integrated in it is not possiblaaut ensuring functionality, continuity of
operation and integrity of the electrical powerepuital. To prove the truth of the above-
mentioned conclusion it is sufficient to quote savpieces of media messages on the con-
sequences of a sudden lack of electrical powerlggppthe area of entire countries or large
cities in various parts of the world. Negative camsences of these events left a mark not
only on residents of numerous places but also cawesgularities in the functioning of
certain countries’ economiesThe effects of the abovementioned failures wéiferent,
depending on their causes and duration as webraisotrial reach. Nevertheless, in each
case a “domino effect” took place as along withdbeurrence of a fundamental threat in
the form of lack of electricity, secondary threatgurred as a snowball effect, which were
the consequence of disturbances in the functignafitfurther critical infrastructure sys-
tems.

7 Critical infrastructure includes the following ssms: energy, fuel and energy resources supply;
communication; tele-information network; financitdpd supply; water supply; health protection;
transportation; rescue; systems ensuring the agttiof public administration activities; produc-
tion, storing and use of chemical and radioactuEstances, including pipelines for dangerous sub-
stanceslbidem

8 The North American blackout of 1965 was the finsth a serious power failure in the world. The
cause was human error that happened long befoevtre itself. The possibility of overloading of
one of the key lines was not foreseen. When thelaag occurred, the rest started falling like
dominoes. To avoid damage, all power plants iratiea were gradually disconnected. For 12 hours
Ontario in Canada and the US states of Connecticagsithusetts, New Hampshire, Rhode Island,
Vermont, New York and New Jersey were without eleity. 30 million people were affected by
the failure. In Toronto, there was total communaaiparalysis. Traffic lights did not work, there
was chaos on the roads. People got stuck in tivatels or the subway. Another blackout of 2003
started in New York. It was from there that thepdus power came, which caused further shutdowns
in the northeastern states. The transmission nktimo©ntario also failed. As established, one of
the reasons was the increased demand for enertpysaimlucky day. The air temperature was over
30 degrees Celsius, which meant that all coolingegsvworked at full speed. Also in 2003, an
Italian blackout occurred, resulting in as manys&smillion people drowned in the dark for 12
hours. The failure was related to damage doneeditie between Italy and Switzerland during
a storm. As a result of the cascading effect, @ lgading from France was soon also switched off.
Then the Italian network finally collapsed. Thoudsuof people got stuck in the subway. Thirty
thousand people were stuck on trains. All flightsevcanceled. After about three hours, power was
being restored in the north of Italy. Problems velkictricity supply lasted a few more days. A 2009
blackout severely hit Paraguay and Brazil. The neagass the failure of three transformers located
on one of the key power lines. The storm causédwg-gircuit which rapidly cut off and shut down
the Itaipu Dam — a hydroelectric power station vaifhower comparable to that of the Three Gorges
Dam. 60 million people were cut off from electriciThere was no electricity in 18 of the 26 states
of Brazil and all of Paraguay. After 6 hours theceff of the failure were tamed and the power
supply restored. Nevertheless, thousands of adsideccurred on darkened roads, and many
passengers were stuck on trains and in the subwgayrce: http://buzz.gazeta.pl/buzz/
56,163510,9829216,TOP_6_najwiekszych_blackoutowistotti__Miliony.html (access: 28.07.
2018).
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3. SZCZECIN BLACKOUT OF 8 APRIL 2008 — CAUSES, CONFEQUENCES,
REFLECTIONS

Due to the research subject matter defined irtitlee as well as objectively existing
research capabilities (in particular limited accesseliable source materials), further re-
flections address the issues of a long-lasting pdaikire in the area of Szczecin agglom-
eration. It was key here to present the activityhef territorial self-government bodies of
the Municipality of the City of Szczecin in termomunteracting various threats, including
negative effects of a long-lasting lack of eledtyic

An electrical power disaster called “Blackout”, whicovered the Szczecin municipal-
ity and part of territories of neighbouring povfatmok place on 8 April 2008. The cause
of the failure was the breaking of main and reséines (two of which were 220 thousand
V) supplying the Szczecin agglomerafibrAs a result, connectivity was interrupted and
paralysis of public and railway transport occurrétle lack of power immobilized petrol
stations as a result of which it was impossibleetael. Difficulties in supplying water were
observed, offices and shops were not working, caabhines were not functioning, and
neither were traffic lights. Due to the lack of tanity of electricity supply hospitals
worked in an A&E mode. Operating theatres wereiptat work only in life-threatening
case$. To sum up, due to the large-scale electrical pdaiture the functionality of the
following city critical infrastructure systems wsariously disrupted for at least a few hours:
energy and fuel supply; communications and IT netgicfinance; food and water supply;
health care and rescue services; transport; thusaiag continuity of operation of public
administration; production, warehousing, storage @ase of chemical substances.

Still on 8 April, as a result of actions taken, &zain'’s electricity services supported by
teams from Gorzéw Wielkopolski, Zielona Goéra anddBgszcz made it possible for
approx. 80% of residents to have electricity banktltat same day in the evening. The

9 “Cities that were left without electricity suppl$zczecin, Police, Nowe Warpno, TrzehiGo-
leniéw, Maszewo, Nowogard, Stargard Szcaski, Swinoujscie, Miedzyzdroje, Wolin, Kamig
Pomorski, Trzebiatow, Resko, Ploty, Gryfice, Golcee®obra Nowogardzka. It is estimated that
on 8 April 2008 in the morning hours around 512uend of residents of the voivodeship had no
electricity supply”. Information provided as pafttbe interview conducted on 24 July 2018 with
dr Szczepan Stemfski, the President of the City of Szczecin's Pletéptiary for Security, based
on the content contained in the report preparethéyeam for the investigation of the causes and
effects of the electrical power disaster, whichrafel under the leadership of the West Pomera-
nian Voivode.

10 “extremely unfavorable weather conditions arertiwst important cause of the disaster: the rime
overloads of power line cables exceeded by at Eedstzen or so percent the standard catastrophic
values adopted in the calculations. Abundant rHinfathe period preceding the failure was an
additional factor affecting the course of eventd e extent of damage. This precipitation caused
an increase in the level of groundwater which tteskin softening of the ground. This could have
resulted in decreased stability of the sitting ahbthe power lines poles and the tree lines grgwin
near them”. Information provided as part of thematew conducted on 24 July 2018 with dr Szcze-
pan Stempiski...

11 The formulated content is a summary of presssale of 9 April 2008, published in the following
dailies: “Gazeta Wyborcza — Szczecin”, articleshsas ‘Snieg cbzki, jak otéw” [Snow as heavy
as lead], “Szczecin bezguiu” [Szczecin without electricity]; “Expres llustrany”, article “Szcze-
cin bez pgdu!” [Szczecin without electricity!]; “Expres Bydgkis, article “Gigantyczna awaria
roztozyta caly Szczecin” [A gigantic failure paralyzediem Szczecin].
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electricity supply was also resumed at Zaktady Gbene Police (chemical plant), with
full operation of the installation taking a dozemso hours. The next day (9 April) in the
morning the urban heating system was back on amiwray transportation was gradually
resuming? Nevertheless, repair operations — restoring tiveep supply on the whole area
affected by the failure — took another few weeklemgas the modernization of the trans-
mission networks took several years and it is imlied yet®.

Summing up the negative consequences of the Srchtaikout, it needs to be high-
lighted that they were of a purely economic naagé¢he most severe — biological — losses
were avoided. The table below presents a compilatfacombined costs of the rescue op-
eration, costs incurred by surveyed plants, congsaas well as hospitals, poviats and com-
munes.

Table 1. Costs of the Szczecin electrical powerstiisan 2008

Costs of restoring/rescue operations PLN 829,0731.34
Costs incurred by plants, companies, hospitals PRN7R,424.12

Costs incurred by poviats and communes during tbetrétal powerl PLN 979,468.41
disaster

TOTAL COSTS™ PLN 46,981,623.87

Source: author’'s own compilation based on inforaraprovided as part of the interview conducted
on 24 July 2018 with dr Szczepan Stefisgi, the President of the City of Szczecin’s Pletéptiary
for Security.

The disaster described above shows that despitebtfious progress in the development
of science, the creation of modern devices andeasingly durable and resistant materials
and the development of information technology,,ete still have to face the limitations
and difficulties in terms of protection againstibattural and civilization hazards. It should
also be borne in mind that the source of a numbeivdization threats lies in the insuffi-
ciently protected and imperfect critical infrastiwe, which is the result of humanity's quest
to improve the quality of life, including a highlewel of security. It is worth noting a para-
dox here — a kind of scornful chuckle of the preésizy. Well, despite the unquestionable
fact that together with civilization developmeng ttatalogue of solutions and services pos-
itively influencing people’s comfort of life anda#rity is being enriched, the processes and

12 |bidem

13 See information published on the cire.pl po@antrum Informaciji o Rynku Energii [Energy Mar-
ket Information Centre]lnwestycje Enei Operator zminimalizowaty ryzyko pokitézczeai-
skiego blackout{Enea Operator's investments minimized the riski@peat of the Szczecin black-
out]. Source: https://www.cire.pl/item,161581,1,0,0,0,inwestycje-enei-operator-zminimalizo-
waly-ryzyko-powtorki-szczecinskiego-blackoutu.htfatcess: 02.08.2018)

14 “The specified amount should be increased bytleemillion zloty costs incurred by entities not
included in this study and the five million zlotgsts incurred by other companies. The total costs
would amount to PLN 55.5 million. This amount doext include losses and costs incurred by
residents and farmers. The estimated cost of aiygtundelivered to Zachodniopomorskie resi-
dents during the April breakdown was calculatedaroge between PLN 63.485 million and PLN
95.407 million”. Information provided as part oftinterview conducted on 24 July 2018 with dr
Szczepan Stemfski, the President of the City of Szczecin’s Pletéptary for Security (...)".
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effects of the advancement often generate newtthteaeal safety and security. Moreover,
they weaken people’s (individual’s, entire socig)i@bility to deal with difficult, and most
of all extreme situations. There is no doubt that ¢fficiency of individual or collective
activity on a daily basis, and in particular irusitions of danger, is determined by the pos-
sibilities of stakeholders’ using modern toolsite facilities, such as: running water, heat-
ing, electricity, satellite communications and othéVe are dealing here with a classical
oxymoron whereivilization development strengthens security and tathe same time
threatens humanity both in the individual dimensionand one of entire societies. By
creating modernity and giving comfort it weakens imlividual and collective primary
ability to do well in the event of sudden difficultes. Mostly in circumstances largely
diverting from the level of life acknowledged by gien societies or from universally
accepted standards of safety and securit§ Indeed, as any other thesis, in order for its
truth to be recognized it should be backed by evdgdelt seems, however, that the multitude
of media reports on daily tragic events in the wddgether with quantitative and qualita-
tive data concerning biological, economic and ddosses are more than telling and suffi-
ciently prove the validity of the above-mentioneshclusion.

4. ACTIVITIES OF THE BODIES OF THE MUNICIPALITY OF THE CITY
OF SZCZECIN FOR THE SAFETY AND SECURITY OF RESIDENTS,
IN PARTICULAR IN THE EVENT OF AN ELECTRICAL POW ER DISASTER

It had been exactly 10 years on 8 April 2018 stheeSzczecin blackout happened. This
failure — although not the only one in Poland — timéts complex causes and extensive
effects was the subject of many studies and amalyséhough it is already in the past, it
continues to stimulate practitioners and scientsisork on developing solutions that aim
to prevent similar threats and to react when thegyin This is evidenced by, among others,
the content of the aforementioned National Crisenfgement Plan 2017 (NCMP). It was
developed on the basis of and in accordance wétiptbvisions of the Act of 26 April 2007
on crisis management by the Government Securityr€€@SCJ6. This plan includes, in
particular, the characteristics of threats, theteptial causes and a description presenting
the likely adverse effects of a given threat ongbecthe environment, property and infra-
structure, as well as an assessment of their fisicaurrence, including those concerning
critical infrastructure. Referring to the systenpodduction, transmission or distribution of
electricity, the authors of NCMP indicate that ditances in this system may be caused by
spontaneous damage to network elements, the adfdhgd parties or the impact of ex-
treme atmospheric conditioris

15 Article 5 and Article 11 section 2 subsectionCMA.

16 National Crisis Management Plan (hereinafter: NCMpJt A. Source: http://rcb.gov.pl/krajowy-
plan-zarzadzania-kryzysowego/ (access: 01.08.2018)

17 The NCMP characterizes four types of causes grebtyf disturbances in the energy systeys:
tem failure — a traffic event as a result of which part of Netional Power System (NPS) with
a value of more than 5% of the current power denmatite NPC is taken out of synchronic traffic;
network failure — a traffic event as a result of which part of #feS with a value of not more than
5% of the current power demand in the NPS is takanof synchronic traffichlackout, an
extensive power failure— voltage loss in the NPS power network in a lange as a result of the
occurrence of a sequence of several random eveata/dqrk failures, power plant shutdowns,
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In the light of the above as well as the previoysigsented facts, the assurance of
Krzysztof Tchérzewski, the Minister for Energy, sds definitely surreal: “We already
have a situation in which we are not at risk of sleecalled blackout. A blackout occurs
when networks are overloaded and power plantsafirmutomatically one by oné®. Nev-
ertheless, it seems more reasonable that jusiriltke case of a modern state where its
stability and development depends on many factord,above all oavoiding and reduc-
ing risk, using opportunities and effectively respading to challenges- this principle
also applies in the field of energy. By traversing Latin mottci vis pacem, para belluth
it was possible to formulate the following ruleagefng to crisis prevention, or more broadly
to state activity in the field of crisis managent&rif you want to avoid the consequences
of a crisis situation (here: caused by a lack e€ticity), get ready for such an eventuality
and prepare alternative solutions. Especially thath conduct is fully rational and also
forms part of stages of the said crisis managemesicribed by laf.

It is assumed so by the bodies of the territogifrgovernment of the City of Szczecin
which aim to identify contemporary determinantse€urity and to cooperate in this area
with, among others, the University of Szczecimptactice — which needs to be emphasized
— during planned exercises and training sessidmsrdinate units and cooperating services
undertake the task of estimating security, inclgdiefining opportunities and threats as
well as revealing strengths and weaknesses. Treeqornces include amendments to plans
as well as the development of new procedures aimairigenefit from the opportunities to
avoid and reduce risks. Cooperation, as alreadyhasiped, is also based on the Szczecin
academic potential. It is worth noting that jukelihe representatives of the territorial self-
government and of Szczecin services actively supherprocess of student education and
research activity of the University of Szczecin jlt8e academic community also actively
participates in activities for the safety and siguwf the self-governing community of the
Szczecin municipality. It is worth noting that ipars 2016-2018 the research and teaching
staff were initiators and co-organizers of a nunddgrojects, including practical command
post exercises codenamed “Widzowie” [“Spectatorgitler which the obliged services
took specific actions in connection with a fire ez and a hostage situation. The project
was carried out on 23 May 2016 in the Azoty Areparts hall. Apart from the Police, the

extreme weather conditions, terrorist attack), cayghe exceeding of critical values of basic tech-
nical parameters of the NPS operation (frequenalfage) and resulting in automatic disconnec-
tion from the NPS power network of system powentdaonnected in this argapwer deficit —
shortage of generation capacities in the Natiomald? System (NPS)bidem part A, NCMP

p. 15. (access: 01.08.2018).

18 Source:  https://www.money.pl/gospodarka/wiadoritaggkul/blackout-w-polsce-tchorzewski,
37,0,2367781.html (access: 28.07.2018).

19 Lat.: if you want peace, prepare for waW. Kopaliaski, Stownik wyrazéw obcych i zwrotéw
obcopzycznych9th extended edition, Warszawa 1975.

20 Crisis management is the activity of public adstirsition authorities that constitutes an element
of managing the national security management syatefhrconsists of: preventing crisis situations,
preparing to take control over them by way of pkhactivities, responding in case of emergen-
cies, removing their effects and reconstructingueses and critical infrastructure. See Article 2
CMA.

21 Based on the cited legal definition of crisis ngeraent and on the basis of selected provisions of
the Act of 26 April 2007 on crisis management,ftiwing phases are distinguished: prevention,
preparation, response, removal of effects and stoaetion.
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State Fire Service, the Office of the City of Sagmgetc., students of the US Faculty of
Humanities (FH) and students of "uniformed classdsSzczecin upper secondary schools
took part in the exerci$& Whereas on 9 February 2017, as part of the catiparwith the
Municipal Headquarters of the State Fire Servic84nzecin, a scientific and research ex-
periment was carried out at the “Galeria Kaskadadgping Centre in Szczecin. The aim
of the experiment was to obtain from the partictpaheir opinions on the solutions applied
in the said facility that determine the safety ebple staying in its area, in those particular
concerning:

» readability of escape signs; whether they allowaim@ccess to emergency exits;

e communication system; whether it is accessibleconmicated, and thus does not
positively affect the ease of a person’s orientatis to the place in the facility he is
at a given moment, as well as in terms of a chofca route to the place he would
like to reach.

The author was the originator and co-organizethefdxperiment while the members
and the supervisor of tH& vic pacempara bellumSafety and Military Students Associa-
tion operating at the US Faculty of Humanities wigsearticipants.

The above and a number of other activities inditizdié the activity of self-government
bodies and services of the City of Szczecin inghleere of preparing the potential for the
possible occurrence of probable threats is of déimoous nature, and so is the cooperation
in this area with the US staff.

It is precisely on the basis of the experiencesltieg from the cooperation so far that
at the end of 2017 the US Faculty of Humanitiesesrch and teaching staff developed
a concept of an exercise, the implementation otiwkiould allow clarification of the fol-
lowing problematic situatiordoes facing the real effects of a blackbaffect the qualita-
tive changes in terms of preparation of obligateditees in the event of a similar crisis
situation?After obtaining the approval of the FH’s authost@and the will to proceed with
the implementation of the project expressed byRtesident of the City of Szczecin, the
preliminary assumptions were subject to consultatiith, among others, representatives
of the Department of Crisis Management and Civilt€ction of the Office of the City of
Szczecin. The following title for the exercise codmed “Energy 2018” was adopted in the
end: “Operation of the City Crisis Management Tdarthe event of an electrical power
failure” and it was agreed that the exercise waiihd to improve selected elements of the
city crisis management system in the scope of dgveént of tasks for executive units in
the crisis response stage. The premises of theaRds®/orkshop on the Safety of Self-
governing Communities, located in the US FacultyHofmanities’ Interactive Centre of
Communication and Social Research was assignee tleebplace of the exerctde

22 More in Dziatania obowgzanych podmiotéw w sytuacji kryzysowej podczas masawegzy
sportowej. Wymiar prawny, teoretyczny i praktyczayreyktadzie’wiczenia dowodczo-sztabo-
wego pod kryptonimem ,Widzowigéds. C. Ggniczak and Sz. Stemiski, Szczecin 2017.

23 More in C. Guniczak, P. TuzimekZapobieganie sytuacjom kryzysowym w nowoczesnych obiek
tach handlowo-ustugowych. Studium przypadku na padylé Centrum Handlowego ,Galeria
Kaskada” w Szczecinign:] Rola i zadania administracji publicznej w zadzaniu bezpiecze
stwem w Polsceeds. J. Kisielnicki, T. Plusa, S.J. Rysz, J. RdjdheRajchel, Rzeszéw 2017.

24 This applies to the Szczecin blackout of 8 ApEDS.

25 More in: Documentation of the urban exercisenim scope of crisis management codenamed “En-
ergy 2018”, approved on 7 March 2018 by Piotr KtelgsPresident of the City of Szczecin. Avail-
able in the Department of Crisis Management andl EGiratection of the Office of the City of
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At this stage of reflections, before the objectiaad the scenario as well as conclusions
and recommendations from the course of the exeateseresented, it should be noted that
in accordance with the Crisis Management Act, thaeetion of critical infrastructure
(CH? is the responsibility of its owners and of ownigelpossessors and dependent pos-
sessors of facilities, installations or deviéed his does not mean that starostas, village
heads, mayors and presidents of cities as welllasrdinate services are exempt from the
obligation to conduct activities in the scope ofg@btection. These bodies, as well as their
subordinate services, are obliged to protect theuladion exposed to potential conse-
guences of disruption of ClI functioning, as welltagprovide direct and fastest support to
operators in order to protect it. According to Mhetional Critical Infrastructure Protection
Program, the task of starostas, village heads, reamd city presidents is to organize the
implementation of tasks in scope of Cl protectiarparticulaf®.

« inclusion of tasks related to the protection ofical infrastructure located in the

competence area in crisis management plans;

« defining response procedures in the event of detstruor disruption of the func-

tioning of critical infrastructure within the body5phere of competence;
 protecting the population from the effects of digron of the functioning of Cl using
their own resources and the resources of a Cl tgrera

« support Cl operators with technical and human nessuat their own disposal or at

the disposal of subordinate or supervised servinspections and guards;

» cooperation with and support of Cl operators insbepe of its protection and co-

operation in the event of a crisis situation wittfie body’s sphere of competence;

e counteracting threats to life and health of citizes resulting from the disruption

of CI functioning with the use of a special-purpose reserve creatatiebasis of
the Act on Crisis Managemeht

The obligation to implement the above-mentioneddasy the aforementioned self-
government entities results, for example, fromfwt that facilities, equipment and instal-
lations as well as services constituting Cl aresidally located in territories of communes,
cities and poviats. Nevertheless, it is the opesatba given critical infrastructure that have
the best knowledge and conditions to limit the étgeo ClI, reduce its vulnerability to these
threats and choose the most appropriate strategiemimize the effects of these threats.

Szczecin and in the Research Workshop on the Saff&glf-governing Communities of the US
Faculty of Humanities.

26 Protection of critical infrastructure shall bedenstood as all steps aimed at ensuring the fumctio
ality, continuity and integrity of critical infragtctures in order to prevent threats, risks or euin
abilities as well as limiting and neutralizing theffects and quick reconstructing the infrastruetu
in case of failures, attacks and other events plisrg its appropriate functioningee Article 3
section 3 CMA.

27 More in Article 5b and Article 6 CMA.

28 National Programme for Critical Infrastructure feation — consolidated text (PL) (hereinafter:
NPCIP). Source: http://rcb.gov.pl/infrastrukturadiczna/, pp. 24/48-25/48 (access: 01.08.2018).

29 A special reserve is created in the budget ofdbal government unit for the carrying out of iis
management related own tasks in the amount nothass0.5% of the current expenditure of the
local government unit's budget decreased by investrautlays, expenditure for wages and sala-
ries and similar benefits, as well as expenditareskrvicing the debt. See Article 26 section 4
CMA.
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Hence, as previously indicated, the legislatordrasusted them with the obligation to pro-
tect Cl facilities, equipment, installations andvaees®.

One should be aware that the foreground organizaltitegal, technical and education-
training activities for the power infrastructuresclissed in the publication are not the re-
sponsibility of the bodies of Szczecin’s self-gavaent, but they remain the responsibility
of the Minister for Energy, voivode and relevanemgiors, including the owners of elec-
tricity systems or electricity companies. Moreoussth the subject matter of functionality
of individual facilities, installations, equipmeatd services making up this system, as well
as plans for its protection constitute classifiefdimatiors. In the light of the above, fur-
ther reflections do not refer to specific tasks andertakings in the field of protection of
energy critical infrastructure. However, specidkation was paid to the prevention of
threats to citizens’ life and health resulting froine disruption of the functioning of the
energy Cl system. Essentially, they focus on prasgihe conclusions and recommenda-
tions in the field of actions to prevent potensatondary threats from the perspective of
the bodies of Szczecin's territorial self-governmen

Returning to the thread of the exercises codendieergy 2018”, based on a specific
problem situation and the formulated general objecthe following specific objectives
were setx

1) checking the alert system of the City Crisis Mamaget Team (CCMT) and the City

Crisis Management Centre (CCMC) and checking tlzlahility of both the Team
members and the Centre members;

2) checking the feasibility of prepared crisis resgopsocedures regarding the lack of

electricity supply and cyber attacks

3) improving the skills of Centre members in takingi@ts aimed at providing effec-

tive assistance to the injured, stopping the dgarakmnt of a crisis situation and lim-
iting the consequences of a lack of electricitymvp

30 They are obliged to: prepare and implement, ooatance with the anticipated threats, plans for
the protection of critical infrastructure and haolglitheir own reserve systems to ensure security
and to maintain the functioning of this infrasturet until it is fully restored; appoint a person
responsible for maintaining contacts with entittesnpetent for critical infrastructure protection;
to inform immediately the Head of the Internal S@guAgency about any terrorist threats to crit-
ical infrastructure; to cooperate in the creatiod anplementation of the National Critical Infra-
structure Protection Program. More ibidem p. 16/48-17/48.

31 See Article 5b section 6, section 7 subsectiosettion 8, Article 6b section 7 and Article 6¢
section 2 CMA.

32 Cf. the above-mentioned Documentation of the ukbarcise in the scope of crisis management
codenamed “Energy 2018".

33 The occurrence of consequences of the cyberkatt&cied out this day on among others IT sys-
tems of the Office of the City of Szczecin were ailssumed. The actions taken by the IT Depart-
ment of the Office of the City of Szczecin as pdrthe cyber-attack simulation were presented in
detail in the Report on the exercise codenamed ‘B5n2018” addressing “Operation of the City
Crisis Management Team in the event of an electpiealer failure” conducted on 19 March 2018,
approved on 25 April 2018 by Piort Krzystek, Presidof the City of Szczecin. Available in the
Department of Crisis Management and Civil Protectibthe Office of the City of Szczecin and
in the Research Workshop on the Safety of Self-gomgrCommunities of the US Faculty of Hu-
manities.
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4) checking the possibilities of using the infrasttuet of the Interactive Centre for
Communication and Social Research of the US Faailtyumanities at ul. Kra-
kowska 71-76 in Szczecin as a backup work placéhfwiTeam and the Centre.

For safety reasons, it was concluded that the apgstopriate solution would be to carry
out the exercises in the application formula — a8sg that the operational time will not be
parallel to the astronomical tiffe- as part of the following stagés

1) Stage | (preliminary) — 22.02.2018: training theaireand the Centre members in
the use of the infrastructure of the aforementiowedk place, entitled “Tasks and
organization of elements forming the city crisismagement system. Characteristics
of threats in the autumn-spring period”;

2) Stage Il (proper exercises) — 19.03.2018: checltiegfunctioning of the Team'’s
and the Centre’s alert system;

3) Stage Ill — 19.03.2018 between 07:00-15:00: impletat®on of the response phase
as part of crisis management by the Team’s members;

4) Stage IV — 19.03.2018 between 15:00-15:30: disngdsie exercise, including the
presentation of the most important conclusionstaadormulation of working tasks
on their basis;

According to the adopted concept, the implementaticthe exercise was based on the
following event scenario: on 19 March 2018 at 5008 to a failure in the power system of
northern Germany and Poland, the European enegigmydid not get balanced. As a re-
sult, there were a number of automatic cascadelstunts of 400 and 220 kV transmission
lines, generators shutdowns in German and Polistesypower plants and the division of
the entire European system into asynchronous are@asred. The north-western part of
Poland, including the Szczecin agglomeration, waspdetely deprived of power supply.
In addition, as a result of falling sleet and tkewanulation of rime on transmission grids,
some of the transmission and distribution lineseEarmaged in the above-described #rea

The following people took part in the exercise: hens of the City Crisis Management
Team, including — apart from directors of indivitldapartment of the Office of the City of
Szczecin and poviat inspections — representatif/#edolice, the State Fire Service and a
representative of the Szczecin Branch of the Erer&or Sp. Z 0.0. PozfiaThe Team’s
work was headed by Piotr Krzystek, the PresiderthefCity of Szczecin. The course of
the exercise was recorded, and also each parttdipahan additional task to fill in, on an
on-going basis, the “Work Sheet (...)" preparedtifi@r needs of this exercise — (see annex).
Moreover, a group of students of both undergradaatepostgraduate courses in Internal
Security and the author were invited to be obserweho also shared their observations
with the organizers.

A detailed account of the course of each stagdefeikercise and its evaluation was
presented in the aforementioned Report on the meecodenamed “Energy 2018".

In the participants’ assessment, both the maindetdiled objectives of the exercise
were achieved. Analysis of the content providedaimong others, the abovementioned

34 According to the adopted concept, the failure soving its effects lasted from 05:00 on 19
March till 12:30, whereas the exercises were cdroigt within one day, that is 19 March, from
05:00 till 15:30. More in: the above-mentioned Dmeatation of the urban exercise in the scope
of crisis management codenamed “Energy 2018".

35 |bidem See also the aforementioned Report on the exarotenamed “Energy 2018”.

36 |bidem
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worksheets, as well as direct observations of gpents and observers made it possible to
formulate the following conclusions and recommeiuohet’:

1) The lack of energy independence of key companiesitutions and municipal fa-
cilities affecting the safe functioning of the ciiff Szczecin is the main factor limit-
ing the effectiveness of measures taken as parigi§ response, in conditions of a
long-lasting electrical power failure. This conditiis the result of the following
irregularities and deficiencies:
 a significant part of the facilities important fitve safety and security of the city

and its residents is not equipped with power ge¢oesaf adequate capacity nor
do they have necessary energy connections;

 petrol stations in the territory of the city do matve alternative sources of power,
as a result of which it is not possible to disttébfuels in the event of an electrical
power failure;

« Enea Operator and other entities operating ingfédry of the city have limited
possibilities to make power generators availabtefisis management purposes,
which primarily results from the need to secureithplementation of their own
tasks and the requirement to support other sti@tegipients.

2) In the light of the weaknesses stated in pointviai$ concluded that the priority for
the Municipality of the City of Szczecin is to obt&nergy independence, at least to
the extent ensuring the implementation of the nesks for the safety and security
of residents. In view of the above, the followingre» deemed necessary:
< examining energy independence of individual comggninstitutions and muni-

cipal facilities, in particular those that are pafrtritical infrastructure;

< planning for and purchasing power generators ofjaale capacity to equip
schools designated to serve as support centressig situations to residents and
to key municipal companies and institutions;

« construction of the required power connectionspediag to uniform technical
assumptions.

3) The priority is to ensure the continuity of work time conditions of an electrical
power failure in strategic services and trade, prity in the field of fuel and food
distribution or the possibility of withdrawals frooash machines.

4) It is necessary to widen the range of possibilitteserms of informing people in
crisis situations. In particular, efforts should fpade to ensure the continuity of
broadcasting by Radio Szczecin, which is a keya®of information for residents.

5) Itis necessary to extend the fiber-optic netwarkdhools — in the first place to the
places designated as residents’ support centi@ssia situations.

6) Itisrequired to update and complete the Cityi€fidanagement Plan in the security
matrix®® and in the parts related to the following procedur
a) “Activities in the face of an electrical power f@i€”, as regards the designation

of institutions, organizational units and companfes which in the first place
the following should be ensured:
» power from alternative sources of electricity;

87 Cf.ibidem
38 Security matrix — a set of potential risks withidentification of the lead entity for their renadv
as well as cooperating entities. See Article 3 satisn 8 CMA.
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» power supply in the conditions of staged poweraregion or in the event of

limitations of available capacity;
b) “Actions in the face of a power system failure” témms of:

 providing fuel for power generators and vehiclesassary to carry out acti-
vities under crisis management;

» solutions making it possible to inform resident®abpotential threats and
support centres;

 creation of residents' support centres.

7) And others.

5. CONCLUSION

Formulating constructive conclusions and recommgods would not be possible
without conducting the exercise codenamed “Ener@¥82, which revealed numerous
shortcomings both organizational and technicallengart of the energy system operator
and the territorial self-government. The cours¢éhefdiscussed project, its assessment and
the developed conclusions prove that one of thet mesirable, practical and effective
forms of testing crisis management plans — beditdesiecessity of verifying them under
real threat conditions — are exercises. In additio@ implementation of this type of exer-
cises is conducive to the education of officersamhpetent guards, services or inspections,
as well as the society. Spreading knowledge andrexce takes place not only thanks to
direct relations of representatives of the academiecmunity who take part in the exercises,
but also through relevant publications.

And finally, it is appropriate to refer to the gdhht the author of the publication had
set and to the corresponding problematic situatigalying the preparation of and conduct-
ing the exercise codenamed “Energy 2018". The aimbf publicly available documents
and information from the President of the City at&ecin’s Plenipotentiary for Security,
as well as author’s personal direct observatiolesvathe conclusion that experience result-
ing from actions under real threat conditions daaisly affect proactive measures of
obliged entities in the event of an analogous BitnaHowever, in the light of the above
conclusions, it must be recognized that it is ne&gsto constantly improve the crisis man-
agement system in each of its elements and atstagh (prevention, preparation, response
and reconstruction). Only in this way should thérapl level of its functioning be sought
in the event of probable threats and their consecpse
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Annex
NOTE Szczecin, 19 March 2018
Fill out using a text editor or by hand using alpaint or a pen
(represented institution)
(function in the event of practiced crisis situatteam member)
WORKSHEET
for participants of exercises codenamed “Energy 2018
1) Characteristics of the incident (what,
where, when, effects, etc.) Notes on individual
2) Formulated conclusions from the stages of activities an
Date and time: pe(spective of the represen_teq ingti- the implementation o
» of receiving in- Trl::’:ll(a Ziﬁz t&;hﬁ;zp:f ((’)fctchuerrg]ncéie' ;Undertaken act tasks. Possible difficul
formation about - [ tions, the mani ties, including those re-
the incident, secondary threats and their Con’(%fer of carrying| lating to: cooperatio
- quences, as well as the necesgaly 2 . e )
* of receiving or t  activities| with other entities, in
No. giving an in- forces and resources. and tasks, ini adequacies of forces
struction, 3) Hlerarch|ca||y ordered targets'to )ec{uding those and resources, orgarfi-
- achieved and tasks to be carried Py . °
» of actions, ac at were com{ zation of communica|

tivities taken,
> etc.

4)

5)

in the context of the overall situatig
as well as incidents.

Received instructions (their conteg
and giver).

Given instructions (their content a
addressee).

3,

missioned.

nt

d

tion, out-of-date func
tional annexes of th
master plan (to whg
extent?) etc.

3.
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PRZECIWDZIALANIE SKUTKOM DLUGOTRWALEJ AWARII
ENERGETYCZNEJ NA OBSZARZE DU ZYCH MIAST. STUDIUM
PRZYPADKU NA PRZYKLADZIE GMINY MIASTO SZCZECIN

Intench autora jest ukazanie wptywu @uiadczé ptynacych z konkretnej sytuaciji kryzyso-
wej i wywotanych ni skutkéw — w szczegolsoi diugotrwatego i rozlegtego braku energii
elektrycznej — na dziatania obaanych podmiotéw w zakresie zapobiegania takimaagr
zeniom, jak rownig przygotowania si do reagowania na wypadek ich zaistnienia. Ze
wzgledu na okrélony w tytule przedmiot badarozwaania autora koncentrugie na aktyw-
nosci organdw Gminy Miasto Szczecin oraz kooperadjirg/mi podmiotami na rzecz zapo-
biegania wybranym zagteniom, ze szczeg6inym uwzghieniem naspstw rozlegtej awa-

rii energetycznej. Artykut zawiera odniesienia dmwigzujgcych przepiséw prawa oraz ofi-
cjalnych dokumentow dotygzych kompetencji i zada ktére g przypisane tyrre organom

w ramach zargzania kryzysowego, w tym ochrony infrastrukturytikcznej. Wiele uwagi
poswigcono przede wszystkim zagadnieniom doigym organizowania, prowadzenia i ko-
ordynowania szkolei ¢wiczen z zakresu zagzizania kryzysowego z udzialem przedstawi-
cieli réznych podmiotéw orazrodowisk, take akademickiego. Giownie, zaprezentowano
wnioski i rekomendacje sformutowane na podstawealzzowanego 19 marca 2018 wi-
czenia: ,Dziatanie Miejskiego Zespotu Zadzania Kryzysowego w sytuacji awarii energe-
tycznej, pod kryptEnergia 2018 Przygotowanie i przeprowadzenie pasggegocwiczenia
wynikato z potrzeby wyjgnienia sytuacji problemowej wyranej w formie naspujacego
pytania: czy zmierzenie giz rzeczywistymi skutkami blackout-u (dotyczy setsddego
blackout-u z 8 kwietnia 2008 r.) wplywa na zmianyfalowe w zakresie przygotowania si
obowigzanych podmiotéw na wypadek wysénia podobnej sytuacji kryzysowej

Stowa kluczowe: zarzdzanie kryzysowe, infrastruktura krytyczna, awagigergetyczna,
samorzd terytorialny, Gmina Miasto Szczecin.
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