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A LEGAL ASSESSEMENT OF MANAGEMENT OF THE
EUROPEAN UNION CYBERTERRORISM POLICY

In addition to traditional threats such as spyimgeavealing state or business secrets, the
new threats have appeared, among which the mogiedaums is cyberterrorism. Proper
functioning of society depends today largely on ag@ment functioning of modern
techniques and information technology. Computersvorks are widely used in economy,
administration, as well astiouseholdsTaking into account the problems of cyberterrorism,
in particular an analysis of legislation aimed @$w&ing the security of information systems
of individual countries, this subject should beoatecognized as a requirement for the
insightful analysis.

Therefore, this publication is an attempt to chimaze the determinants of this
phenomenon and an analysis of the latest legatisntuin the fight management against
cyberterrorism in the European Union. Moreoverattempt has been made to present the
EU counter-terrorism policy so the Author’s intentiis also to show the impact of legal
instrument on combating cyberterrorism itself. tdigion, it tries to find an answer to the
guestion whether the current legal standard solstinf the European Union in the area of
security are an effective tool in the fight agaicygberterrorism.
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1. THE NOTION OF CYBERTERRORISM

Cyberterrorism has become a fashionable notiohfdw people know what it really
is. Many believe that this is only a theoreticahcept, an action which probably will
never happen in reality. But no one knows whatfftiere holds.

The cyberterrorism was also defined by M. Pobkitedeliberate, politically motivated
attacks carried out by non-state groups or claimesigents against information, comput-
er systems, software, and data.

The term “cyberterrorism” appeared for the fiigtd in 1979 in Sweden in the report
that showed computer threats. It covered any a&gtiavolving computers aimed at the
destruction of ICT systems, supervisory and congydtems, programs, data, etc., and
consequently intimidation of the governments anel sbcieties to exert psychological
pressure, bringing to life-threatening as a restittonsiderable damage. In the 80s of the
twentieth century this term was used by the Amerispecial services, pointing at the
possibility of carrying out electronic attacks lwetenemies of the United States. In 1998,
at the Headquarters of the FBI the National Inftettire Protection Center (NIPC) was
created, whose task was to coordinate the colleativinformation about the threats,

1 |zabela Oleksiewicz, Dsc, PhD, Associate ProfesSepartment of Security Science, Rzeszow
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responding to the threats or attacks on critickdrmation elements of the infrastructure
of the state.

Defining cyberterrorism as a combination of cypearse and terrorism means that such
an activity is associated not only with the hostile of IT and the action in the virtual
sphere, but it is also characterized by all comsii¢ elements of the terrorist activity
This term refers to the unlawful attacks and theesgainst computer networks and the
information. Their aim is to intimidate or coercevgrnments or people in order to
achieve certain political or social benefits. Ind@idn, in order to qualify an attack as
a cyberterrorism attack, it should be made as atretviolence against people or a pro-
perty, or at least as a cause of significant danrageder to induce fear.

It must be stated that the concept of cybertesnoiis used in the context of a political-
ly motivated attack on computers, networks andrmftion systems in order to destroy
the infrastructure and intimidate or coerce theegoment and people of far-reaching
political and social objectivésThis concept has been the object of greaterasatesince
the 80s of the twentieth century, and the speanatin this subject was intensified after
the attacks of 11 September 2001 in the USA. Th#&y threats concern the traffic con-
trol systems, the bank infrastructure, the enengy water supply systems, as well as
personal database systems, and government ircatigtiti

The abovementioned definitions show that cybestesm is understood in the world
in two ways. According to the first concept, teisar and cyberterror are distinguished
merely only by the use of information technologyctory out the coup, while the second
concept focuses on computer systems as a targdtaaks, and not a tool to carry them
out. It seems that the true definition arises aatfer the connection of of both appro-
aches.

Cyberterrorism is defined as a form of use ofd@femunications networks, computer
networks and the Internet aimed at breaching of good protected by law. Cyberterro-
rism differs from the classic crime primarily optng in an environment related to com-
puter technology and the use of computer netwarksommit crime% However, its dis-
tinguishing feature is not to protect anybody’s coonm good. Today, almost every illegal
activity is reflected in the Internet. The globalture of the Internet allows extremely fast
communication and the transfer of most forms of &aractivity to the network and these
negatively received as well. More and more freqyeome speaks of cyberspace as a new
social space, which reflects the same problems #weireal world. Therefore, cybercrime

2 The official website of Department of Computere®cie in Georgetown 2016.

3 K. Liedel, Bezpieczéstwo informacyjne w dobie terrorystycznych i innyabrazer bezpiecze
stwa narodowegorlorui 2006, p. 36.

4 See also: A. Janowsk&yberterroryzm — rzeczywistoczy fikcja?[w:] Spoteczéstwo informa-
cyjne. Wizja czy rzeczywist@, Krakow 2004, p. 445-450.

5 A. SuchorzewskaQchrona prawna systeméw informatycznych wobec zagroyberterrory-
zmemWarszawa 2010, p. 17.

6 See: R. BiatoskérskCyberzagréenia wsrodowisku bezpiecdstwa XXI wieku. Zarys problema-
tyki, Warszawa 2011, p. 63; A. Gniadé€kyberprzestpcza¢ i cyberterroryzm — zjawiska szcze-
go6lnie niebezpieczriev:] Cyberterroryzm. Nowe wyzwania XXI wiekegd. T. Jemioto, J. Kisiel-
nicki, K. Rajchel, Warszawa 2009, p. 333.

7 lbidem p. 213.
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is a modern alternative of crime, it exploits thesgibilities of digital technology and the
environment of computer netwofks

This makes protection against the threats posedybgrcrime extremely difficult and
requires taking a number of projects including dtirfaceted challenge and broad inter-
national cooperation. The effectiveness of thidgurtive cooperation is essential for indi-
vidual countries to establish a common policy agfagybercrime and its concretization,
specifying the priorities and uniform principlesjoint action. These general rules need to
be implemented into national law of a country aeddme the basis for institutional and
functional system of tools to fight cyberterrorisithe creation of an effective system to
counter cyberterrorism is not easy, and it requiréisorough analysis of the phenomenon
in the long term, and the creation of such a systeay encounter numerous problems in
adapting the general guidelines of internationdtdrlaw into domestic law.

2. METHODOLOGY

This research implements an analytical doctrinathmdological approach. The doc-
trinal approach examines primary legal documentsrder to draw a logical conclusion
regarding the state of the EU law. The researcim@ées the present status of existing
regulations in the fight against cyberterrorismthie EU. An attempt was done to show
how important element of internal security in therld today cyberspace is. An analysis
presents EU cyberspace policy, hence the intemtiche author was also to present the
impact of the legal instruments to combat the cgppace phenomenon and to propose new
legal solutions designed to enhance cyberspaceypalithe European Union, and thus the
internal security of Europe today. This study alsakes a review of the following docu-
ments:

Primary Documents

The key articles that this study reviews are #evis: Article 83 paragraph 1 of TFEU
establishing the principle that within the EU lavinimum rules concerning the definition
of criminal offenses and sanctions in the areapasficularly serious crime of a cross-
border nature can be established. Besides, Dieectilo. 2013/40/EU, Directive
2014/41/EU of the European Parliament is reviewedha example of the legal instru-
ments to combat the phenomenon of cybercrime.

Secondary Materials

This study reviews and evaluates different relewmecondary materials, among them
those published in peer reviewed journals and ialsome case studies.

3. THE EU INTERNAL SECURITY DETERMINANTS

Religious, demographic, social and ideologicaliéss- apart from military and eco-
nomic challenges — have become the main factocsi®ié in Europe today. Undoubtedly,
cultural differences, and especially religion ahe tmain motive of various terrorist
groups. A cultural factor can also be a kind ofriearto mutual understanding of the ob-
jectives and intentions, the consequence doesea®tt to be a terrorist attack in the tradi-

8 M.N. Schmitt (ed.);The Tallinn Manual on the International Law Applita to Cyber Warfare,
Cambridge University Press, 2015, p. 34-36.
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tional sense. The source of aggravating theseaiessnay be the fact that the cultural and
civilizational diversity are often used as a bangaj power in the event of a conflict, but
in fact the source of the real reasons for thealry are quite differefit

Globalization seems to be so advanced that a mletafovarious relations between
countries and societies in the world are too deodee disintegrated or reduced. The ine-
vitable consequence of globalization is the devmlept of state sovereignty, which
affects each of country, although to varying degrédéhis is due to “deterritorialization”
of the deepening interdependence of various globaiternational actions in every area
of social life. This process takes place gradudilyt is as durable as the globalization
affecting in this way to an order and internatiogaVvironment.

The process of globalization, especially affectihg socio-economic sphere, creates
new security risks. It is also important as a mdrthe crisis phenomena that take place
outside its territory. It directly impacts on theearnal situation of European countries and
the European community. In the opinion of largetiseas of communities, to maintain
security of employment and an adequate number ks, jthe appropriate level of social
security and cultural identity should be a priotigk of the staté

To find the answer to the question of what a cyber is, at the outset it is important
to understand why IT networks are increasingly faised by governments? First of all,
this is due to the specification of electronic sigpath, and hence the same cyberspace. In
cyberspace there are no traditionally understoaatd®ys, although ICT infrastructure is
located in specific countries. It is immaterialt lmperates on the basis of the actually
existing infrastructure and generates an electromiag field. Using this feature, one can
get tangible material benefits.

With the immateriality of cyberspace other chagdstics are related. First of all, the
network is globa?. As a consequence, the limitations of a physibaracter do not apply
here. It is relatively easy to hide a real identifthe perpetrators of the incidents of ICT.
There is a lack of not only strategic intelligenbat also, in many cases, the possibility of
identification of the person responsible for thempater attack. This is contrary to
appearance, the problem of fundamental importaibe. identification of the subject
responsible for the break-in is in an essential fac the preparation of an appropriate
political, judicial or military response.

Another important feature of cyberspace are nedétilow operating costs. The deve-
lopment of conventional military capabilities arsually associated with very high finan-
cial outlays, including not only the training ofrpennel, but also the modernization and
maintenance of equipment. Meanwhile, the tools that be used to attack the ICT envi-

® Compare: R. SnydeHating America: Bin Laden as a civilizational reutibnary, “Review of
Politics” No. 4/2003, p. 25-349; M. Madefagrazenie asymetryczne bezpietsteva paistw
obszaru transatlantyckieg®ISM, Warszawa 2007, p. 86.

10 3. Gryz (red.)Zarys teorii bezpieczstwa paistwg Warszawa 2016, p. 107-128.

11 Theoretically, one person could potentially madk&riment, which in fact can be the result of the
activities of organized terrorist groups or mitjtainits.

12 It can wipe actors distant from each other byutfamds of kilometers. Space ICT facilitated this
practice by both state and non-state entities. ,Nimwn the other end of the globe, with a relati-
vely low risk of incurring the consequences, thkevant data can be almost instantly obtained,
including, for example, document and technologyusfdamental importance for national secu-
rity.
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ronment in this perspective, are almost fe€yberspace attacks make defense activities
difficult. At the same time, as indicated aboves tffensive actions are relatively cheap
and easy to carry out. This feature of cyberspacamare noticed. The paradox can be
noted. On the one hand, the use of ICT in all sgghef human life is associated with
momentous benefits, for example, organizationatroanication and financial position.
At the same time it makes a technologically advdrmedy which is much more sensitive
to attacks of ICT. In addition, as noted by FretirSiet* ICT space is seen by many as
a part of the common heritage of the mankind. kxdginion an important feature of the
ICT is favoring offensive action over the defensire.

The last group of reasons, due to which cyberspasea growing interest in countries
associated with the broader sphere of informatisdCT space because it has a huge
potential from the perspective of propaganda orcpshkpgical operations. New infor-
mation and communication technologies can be éffglgtused, e.g. to manipulate public
opinion or disinforn.

4. EU LAW TO CYBERTERRORISM POLICY

It should be emphasized that in the case of Eampeuntries, terrorism had primarily
internal character. This has resulted in two kinflsonsequences. Countries have reco-
gnized and still are saying that counter-terrorisntheir exclusive competence. Interna-
tional cooperation in this regard perceive as reamgsto fight the terrorism. At the Euro-
pean Union level, a qualitative change for the timeaof tools to combat cyberterrorism
took place in 2007. After the introduction of thestion Treatyf, internal security still
belongs to the exclusive competence of a given ttpum accordance with art. 2 sec. 2
TL is the area of freedom, security and justice taes fallen into shared competence. The
basis for an action and in this area is the priecg entrusted competence: according to
its content, the exercise of competences confemeithe European Union is subject to the
principles of subsidiary and proportionality belotogthe Member States. However, the
principle of subsidiary has been clarified on tlaetf the Member States, and this prin-
ciple is not only applicable to “central” countrilest also “regional and local”.

Criminal law has become a separate, though spewifiicy of cooperation, the new
way for the harmonization of legislation in theldief substantive and procedural crimi-
nal law has been op€n Article 83 paragraph 1 of TFEU established thiagiple that
within the EU law minimum rules concerning the d@fon of criminal offenses and sanc-
tions in the areas of particularly serious crimeafross-border nature can be established.

13 State relatively easily may come into possessfanalware (viruses, Trojans, worms), as well as
the equipment needed to carry out even advancedins. Increasingly, government agencies
themselves are developing the most powerful taslich do not involve, however, the major
costs in terms of budget (the case of the Stuxines).

14 See more: F. Schreig@n Cyberwarfare, DCAF Horizon 2015 Working Paper”, Vol. 7, p. 11.

15 An interesting manifestation of such measuresviRussian cyber-attacks on Estonia and Geor-
gia in 2007-2008. In both cases, limited oppottesifor an active information policy for these
countries helped to strengthen the position oRRhissian Federation in the international arena.

16 The Treaty of Lisbon amending the Treaty on EaespUnion and the Treaty establishing the
European Community was drawn up in Lisbon onl13ebder 2007 (Journal of Laws of 2009,
No. 203, item. 1569).

17 Compare: M. SiwickiCyberprzestpczaé¢, Warszawa 2013, p. 41.
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At the same time, one clearly indicated that this wlso about cybercrime. These are the
forms of criminality in which Member States haveeady adopted minimum standards
for the offenses or the scope of criminal penaltiasthe form of framework decisions
under the former art. 31 TEU in relation with &4. sec. 2 lit. B TEU. Adoption of mini-
mum standards in areas other than those specifigtlis provision will require prior
approval of the Council. So far, regional actionswarely taken or replaced at global
level, especially within the UN framework.

So far, European states have focused on combi@irgrism in Europe without going
beyond its borders. Contemporary transformationewbrism show that the role of reli-
gion is increasing at the motivational level, thetics, methods and means used by terro-
rists change, resulting in greater heterogeneith®fphenomenon and forcing participants
to cooperate with flexibility and rapid adaptatit;m the changes. The liquidity of the
structures of the present terrorist organizatiamsschot facilitate the counteracting of this
phenomenon for contemporary states and internat@ayganizations.

An example of EU legislation on the problem of exdsime is Directive No. 2013/40/
EU® of 12 August 2013. It replaced the earlier Courckmework Decision 2005/222
[JHAL® of 24 February 2005 and it caused its developrardtrefinement. The aim of the
Directive is to improve cooperation between the petant authorities of the member
states in the area of attacks against informatimtesns and the establishment of mini-
mum standards concerning the definition of crimimi#énses.

According to the art. 2 of the Directive on atta@gainst information systems, “com-
puter system” means any device or a group of cdedenr related devices in which one
or more perform automatic processing of computéa,dss well as computer data stored,
processed, recovered or transmitted for the pugpoftheir operation, use, protection and
maintenance. “Computer data” means any representafifacts, information or concepts
in a suitable form for processing in a computeiteays including a program suitable for
causing performance of the functions of the sysfEhe term 'unlawful’ is defined as an
access or interference for which the owner, orlaotight holder of the system has not
given this consent, or which is not allowed accogdio law°.

In order to standardize the legal systems it veaegnized that in each member state
an illegal access to the computer system, andailliegerference with the system and data
should be treated as a crime. lllegal access trrimtion system is understood as an
intentional, unlawful access to all or part of théeermation systeift. Member states are
free to decide whether it is always covered byitigéctment, or only when the offense is
committed by infringing a security measure. llleggstem interference under article 4 of
the Directive is unlawful, intentional serious hémohg or interruption of the functioning

18 Directive of the European Parliament and of theur@il 2013/40/EU of 12 August 2013
on attacks against information systems and repjacCouncil Framework Decision
2005/222/JHA(JOL EU L 218 of 14 August 2013.).

19 Council Framework Decision 2005/222/JHA of 24 ey 2005 on attacks against information
systems (JOL EU L, No. 69, of 16 March 2005.).

20 A M. Kruk, Bezpiecz#stwo transferu informacji w XXI wieku swietle bezpieczstwa paistwa
i organizacji [w:] S. Sulowski, M. BrzeZiski (ed.), Bezpieczéstwo wewetrzne paistwa.
Wybrane zagadnienjdVarszawa 2009, p. 345.

21 F. RadoniewiczPostanowienia decyzji ramowej Rady w sprawie atakoveyséemy informa-
tyczne a ujcie cyberprzegpstw w kodeksie karnymlus Novum” No. 1/2009, p. 48; A. Sako-
wicz, Prawnokarne gwarancje prywats, Zakamycze 2006.
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of the system by inputting, transmitting, damagidgleting, destroying, altering, sup-
pressing or rendering inaccessible computer dataohtrast, illegal data interference in
accordance with article 5 of the Directive mears ititentional and unlawful removal,
damage, deterioration, change, suppression or negdmaccessible computer data in
a computer systeth

According to art. 8 of the Directive on attacksisgt information systems, the follow-
ing actions are also the subject of the penaltip,hen attempt and incitement to commit
the aforementioned crimes. It is worth noting teath member state may decide that it
will not be punished as a criminal during an attetopgain illegal access to information
systems. The offenses should be punishable farast two years. This penalty is, how-
ever, aggravated if the acts of illegal interfentthe system and data, as well as illegal
access to the security breaches were committed pstaof a criminal organization or
caused serious harm or affect the essential inger€hen they shall be punishable for at
least three years of imprisonment. It was found thathe criminal liability not only the
individual, but also a legal person could be Beld

In the legislation of the European Union one ckso dind regulations related to the
criminalization of activities aimed at disseminatinformation prohibited by law, includ-
ing those via computer networks. The directive 203/EU of 13 December 203*1con-
tains the provisions on combating the sexual efgion of children, including child
pornography distributed through the Internet. itslalown minimum standards for the
definition of criminal offenses and penalties rethto sexual abuse, and sexual exploita-
tion of children, children pornography and solitica of children for sexual purposes. It
also introduces provisions to improve preventiorthoé crime and better protection of
victims as a result thereof (art. 1 of the Diregjivin art. 5 of the Directive there are the
provisions for offenses related to child pornogrsaphs the Directive Council of Europe
in 2007 they describe the criminalization of specdffenses, indicating the minimum
statutory sanctions for their commission. In arpaagraph 3 it was predicted the crimi-
nalization of knowingly obtaining access througfoimation and communication tech-
nology, to child pornography, the action shouldalseompanied by a criminal penalty of
a maximum of at least one year of imprisonment.

The latest Directive 2014/41/EU of the Europearli®aent and of the Council of*3
April 2014°concerning the European Investigation Order (EOgriminal matters art.1
paragraph 1 of the directive defines the broadecept of EIO than that one which was
contained in the Framework Decision 2008/978/JHAtHe current wording it means
a judicial decision issued or approved by a judiigighority’® “the issuing Staté” to call

22 K. GienasSystemy Digital Rights Managementswietle prawa autorskiegoWarszawa 2008,
p. 229.

23 See also: K. IndeckRrawo karne wobec terroryzmu i aktu terrorystycznegmtz 1998, p. 23;
R. ZgorzatyPrzesgpstwo o charakterze terrorystycznym w polskim praaiaym ,Prokuratura
i Prawo” No. 7-8/2007, p. 35; art. 10 of the Diree.

24 Directive of the European Parliament and of their@d2011/93/EU on combating the sexual
abuse, sexual exploitation of children and cpitdnography, and replacing Council Framework
Decision 2004/68/ JHA(JOL EU.L No0.335 of Decemb@ér 2011).

25 JOL EU L 130 on 1.05.2014.

26 In contrast, the executing authority is the arith@ompetent to recognize an EIO and ensure its
execution in accordance with this Directive andhvthe procedures applicable in similar do-
mestic cases.
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“the executing Staté® to carry out one or several specific investigativders to obtain
an evidence.

The directive applies from 2May 2014. By 2% May 2017 member states shall take
the necessary measures to meet its requirememepléices the existing so far rules rati-
fied by Poland of the European Convention on MutAsdistance in Criminal Matters of
1959 and the Convention on Mutual Assistance imErl Matters between the Member
States of the European Union in 2000, as well &s Gouncil Framework Decision
2003/577/JHA on the execution in the European Urmabrorders freezing property or
evidence and the Framework Decision 2008/978/JHAthen European evidence War-
ran¢®.

The EIO, like the EAW of 2008 is another instrumieased on the principle of mutual
recognition. Thus, it facilitates cooperation betweEU Member States, excluding the
double criminality requirement in the list of crisjencluding terrorism. Moreover, the
procedure of their application is simple, stepstaken directly by the judicial authorities.
However, the European Evidence Warrant in 2008tenaated as a useless instrument
because it requires certainty as to the presen@vidénce in the requested stéten
connection with this new instrument or EIO, it coss@almost all investigatives and does
not have this requirement. These instruments argairin the fight against the use of the
Internet for terrorist purposes as they allow raptdrnational cooperation.

The EIO mechanism was created to enable the ¢qudsecutors and other investiga-
tive authorities direct transmission of requestsaspecific proof, secure and search the
property or hearing by videoconference. The judliaigthority of the country, to which
EIO was directed, has limited grounds for refuda¢mforcement of such a request (e.g.
due to national security concerns) and strict deadlfor its implementation. As a general
rule European orders are seen in the same wapss issued by national authorities.

According to art. 3 of the objective range of thED governing each investigative
action beyond creation of a joint investigationnteand the gathering of evidence within
such a team investigation, as provided for in H3tof the Convention on Mutual Assis-
tance in Criminal Matters between the Member Stafethe European Union and the
Council Framework Decision 2002/465/JHA unless ¢hastions are being taken to im-
plement art. 13 paragraph 8 of the Convention ariitla 1, section 8 of the Framework
Decision 2009/426/ JHA

Therefore, in accordance with art. 4 EIO directivay be issued:

a) with respect to criminal proceedings which initéht judicial authority or which
may be brought before the judicial authority in tase of an offense under the law
of the issuing state;

b) in proceedings brought by the authorities in respéacts threatened with pun-
ishment under the national law of the issuing stasethey represent a violation of

27 This means the Member State in which the EI@dged (Art. 2 paragraph. 1 item a).

28 This means the END executing Member State in lvigau want to perform a particular investi-
gative measure (Art. 2 paragraph. 1 item b).

29 JOL EU L 350 on 30.12.2008.

30 N. Catelan S.Cimamontj J.B.Perrier, La luttecontre le terrorismedans le dreit la jurispru-
dence de I'Unioneuropeenri&ress Universitaires, Marsylia 2014, p. 135.

31 JOL EU L 138 on 4.6.2009.



A legal assessement of management... 149

the law, and the decision may give a rise to proicgs before a court having
jurisdiction in particular in criminal matters;

¢) in proceedings brought by judicial authorities éspect of acts which are punisha-
ble under the national law of the issuing stateythonstitute a breach of law,
where the decision may give a rise to proceedirggerb a court having jurisdic-
tion in particular in criminal matters;

d) in connection with proceedings referred to in paiptb) and c) which relate to of-
fenses or infringements for which a legal persony imaheld liable or punished in
the issuing state.

In addition, the issuing authority in accordandéhvart. 6 EIO of this Directive may

do so only if the following conditions are met:

a) issuing the EEW is necessary and proportionatbe@tirpose of the procedure re-
ferred to in Article 4, taking into account thehig of the suspect or the accused;
and

b) in a similar national case management to carntlmiinvestigative measure(s) in-
dicated(s) in the EIO is permissible under the saomalitions.

However, when the executing authority has reasorxlieve that the conditions re-
ferred to in art. 6, paragraph 1 have not been itnetay consult with the issuing authority
on the so-called EIO why they were taken. Afterhsoonsultation, the issuing authority
may also decide to withdraw EIO.

5. CONCLUSIONS

The fact is that modern information systems, wHimtm a part of the critical infra-
structure of the country, require much more solidtgction than it seemed a few years
ago. The effect of a rapid technological developntes become a strong dependence of
the economy on IT systems. Nowadays, they corgtetbmmunications, banking, energy
supply, the air traffic system, a network of trainentrol water supply and sewage dis-
posal. We could say that the modern economy weoesde to function without thefn

The need for security seems to be self-evidett.tSome companies are aware of this
fact, others unfortunately do not. Certainly préitat systems can be improved through
the introduction of new legislation providing goprhctices in the area of security. How-
ever, one needs to remember to set new rules,dsathe need for security with the right
to privacy®.

All these features make that cyberspace is inarglys becoming a target of the
country. Some of them already since the 90s otwlentieth century have developed its
potential in this field. One can understand notyathployed professionals and its infra-
structures, but also the techniques and tools useattacks ICT. Rightly, it has been
recognized that in its present form cyberspacebeagffectively applied to meet specific
interests in the international environment.

Another regulation is EIO which introduced a siifigdl and harmonized legal frame-
work for cooperation in the collection of eviderfoe transnational criminal proceedings
or investigations. Cooperation between the Europésion and the member states in the

32 |. Oleksiewicz Ochrona praw jednostki a problem cyberterroryzniiSS, Vol. XIX, 21
(1/2014), p. 29.
33 |bidem
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field of information security assurance is not edsg to the large number of systems and
various initiatives undertaken in this area. Howeweshould be clear that this coopera-
tion is developing very quickly. It seems that degiag on the specific sector its effects
will be seen in the near future.

Another important aspect of this case is educa#idinthe time insufficient number of
computer users are unaware that their computersbmagrgeted by teenage hacker or be
used as a remote weapons by terrorists. Conduatirageness, but lacking the alarming
tone of the educational campaign would certainlp liaprove safety in this area.
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PRAWNE ASPEKTY ZARZ ADZANIA POLITYK A
ANTYCYBERTERRORYSTYCZN A UNIl EUROPEJSKIEJ

Oprocz tradycyjnych zagren dla informacji takich jak szpiegostwo lub przectelemnic
paastwowych czy handlowych pojawity esinowe zagreenia, wréd ktérych najbardziej
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niebezpieczny jest cyberterroryzm. Prawidtowe fijoRowanie spotecZstwa zaley dzi§

w duzym stopniu od wigciwego zarzdzania nowoczesnymi technikami i technologiami
informatycznymi. Komputery i sieci komputerowe paeshnie stosowane sv gospo-
darce, administracji, jak rowriev codziennym gytku gospodarstw domowych. Bigr pod
uwag: problemy zwgzane z cyberterroryzmem, a w szczegétncanalizy przepiséw
majgcych na celu zapewnienie bezpietztwo systemow informatycznych fmw, to
zagadnienie powinno Byéwniez uznane jako wymaggge wnikliwej analizy badawczej.

W zwiazku z tym niniejszy artykut jest pr@lwyjasnienia, czym réni si¢ cyberterroryzm od
cyberprzesipstwa i jak nalgy rozumi€ cyberbezpiecZstwo w dzisiejszych czasach.
Podgto préke scharakteryzowania determinantéw tego zjawiskaadliay analiz najno-
wszych rozwizah prawnych w zakresie zajdzania polityly zwalczania cyberterroryzmu,
jak i cyberprzegpczcici w UE. Konstrukcja wspoétczesnego modelu spotéstea
informacyjnego, ktérego niezaprzeczalnym katalizato g technologie stosowane podczas
komunikacji elektronicznej, przybiergiej w wyniku konwergencji formcyfrows, wyzwa-

la potrzelg refleksji nad fenomenem informac;ji.

Podgta analiza ma na celu przedstawienie wptywu unfnimstrumentéw prawnych na
zwalczanie samego zjawiska cyberprgestdci. Ponadto staranoe¢siznale¢ odpowied

na pytanie, czy obecne standardy prawne preyiv Unii Europejskiej w zakresie bezpie-
czenstwa g skutecznym narzlziem w zwalczaniu zagzenia, jakim jest cyberterroryzm.

Stowa kluczowe:zarzydzanie, cyberterroryzm, polityka, UE, prawo.
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