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DIAGNOSIS OF THREATS TO THE EUROPEAN
UNION'S INTERNAL SECURITY

There is a common belief that despite the manyl,I@gactical, and supportive solutions
that the EU has introduced in recent years in tha af internal security, its citizens still lack
assurance. In order to obtain the desired stateafrity, it is necessary to improve the existing
solutions and create completely new ones. This meadsociated with a deep awareness of
threats, as well as knowledge of the mechanisrttseaf emergence and functioning. The aim
of this article is to identify threats selected dgyentists and experts that cause the greatest
fear and anxiety in all the EU states and theiz@its using theoretical methods such as
analysis, synthesis, generalization, and infereflcese findings highlight the opportunity to
learn about the essence of threats to the inteemlrity of the EU states that arise from
contradictions and antagonisms on political, ecanpand social bases and are caused not
only by human activities but also by natural pheanay the effects of which may be
immediate or anticipated and very severe.
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1. INTRODUCTION

Over the last few decades, unprecedented progassbden made, which has brought
great changes in living conditions, providing ansfigant part of the world's population
with increased wealth and improved quality of liieEU countries, systematic and efficient
work in well-functioning political, economic andaal systems has produced the desired
results. However, with development, a number oédls have emerged with increasing
force and their consequences for the EU's inteseadurity are difficult to assess.
Knowledge of the threats increases the chancesegépting and combating them.

Threats, as actual actions that are unfavouraldedangerous to the underlying values
and vital interests of a given entity (either indival or collective) cause states to try,
individually and in combination with other statesjnfluence their environment to remove,
neutralise or at least dismiss threats and thosraite their own fear, apprehension, anxiety
and uncertainty (£ba, 2016). It is difficult to talk about the intafrsecurity of the EU
without taking into account international and imtgrfactors relevant to the country and its
citizens.
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There is a widespread belief that despite the magwl, practical and supportive
solutions that the EU has introduced in recent syéarthe sphere of internal security,
citizens of the community still lack a sense otaietty. In order to achieve the desired state
of affairs, it is necessary to improve the alreadisting solutions and create completely
new ones. This, in turn, is associated with a bighreness of threats and knowledge of the
mechanisms of their formation and functioning.

2. CATALOGUE OF THREATS TO INTERNAL SECURITY

The identification of threats, their causes andseguences in relation to the internal
security of the EU is of interest to many researslaad experts preparing opinions of the
most important Community institutions.

An example of the authors' interest in threats his tvork by Marek Wrzosek
Wspoiczesne zagienia wobszarze bezpiedséva europejskiego (Modern Threats to
European Security)He thoroughly analyzed the most likely ones, tlereats of a social
nature closely related to population migration, atthin turn is a consequence of instability
of states and governments; threats of an econoaticenin the context of globalization of
the economy and diversification of the developnudiifU states; threats of a technological
nature due to the possibility of using cutting edgehnologies for criminal purposes;
natural threats to the population, such as natlisalsters, epidemics, global warming, and
threats to the environment caused by human act{ety. logging on a massive scale)
(Wrzosek, 2013).

A complement to the threats indicated above cafobed in the monograph entitled
Dylematy zarzdzania europejskieg@ilemmas of European Governancé&he authors
mention terrorism in the first place among secutiitseats, stressing that contemporary
terrorist groups are increasingly better equippaate closely linked by electronic networks
and more inclined to unlimited violence, all in erdor their actions to exert a psychological
effect on a mass scale. Organized crime, includmgarticular illicit drug and arms
trafficking, smuggling of migrants and human trekfing, is another major cited threat
(Wrzosek, 2015).

Their views on security threats were also presefwgdValdemar Zubrzycki and
Aleksander Balsiski in the monographProcedury bezpiecidstwa w Unii Europejskiej
(Security Procedures in the European UnioAs the most serious threat, apart from
terrorism, regional conflicts and organized crintleey considered the proliferation of
weapons of mass destruction both by states aratitgs; as well as attacks in cyberspace,
energy danger and the effects of climate changbr@aki, Babhski, 2017).

Furthermore, content on security threats can bedadn the study titledhe nightmare
of the dark. The security fears that keep Europeawveke at nightSusi Dennison, Ulrike
E. Franke and Pawel Zerka emphasize that today'seeurity is being challenged as never
before. The core assumptions of the internatioystiesn that Europeans helped build are
eroding, crumbling one by one. Great power comipetiis increasingly shaping the
security environment for Europeans, while otheedlts, from terrorism and cyber attacks
to climate change, are also on the rise (DenniBank, Zerka, 2018).

The result of the work of an international teanredearchers and experts on security
threats is thécuropejska strategia bezpieéstwa. Bezpieczna Europa w lepszymiecie
(European Security Strategy. A Safer Europe in #eBé&Vorld) In this document, the
following are cited as the most important thregisoliferation of weapons of mass
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destruction involving both states and non-stateragterrorism, including perpetration by
home-grown groups; organized crime taking multfplens; cyber-attacks on private and
official information systems and networks treatednaw weapons in economic, political
and military warfare; dependence on energy supplas a limited number of countries,
many of which are on the brink of stabilizationdathe implications of climate change
(Council of the EU, 2009).

Another important document on the subject undersicamation islnternal security
strategy for the European Union — Towards a Eurapsecurity modelvhich is a sort of
complement to Europe's security strategy from daraal perspective. It mentions many
important threats common to all EU states, sucleasorism in all its forms, characterized
by an absolute disregard for human life and denticcvalues; organized crime dealing
with illicit drug and arms trafficking, human trafking and economic fraud; cyber-crime
posing a global technical, cross-border and anomgntioreat to IT systems and networks;
as well as natural and anthropogenic disasteroffean Council, 2010).

In addition to the above-mentioned documents,dpetof security threats is addressed
in the Global Strategy for the Foreign and Security Pylaf the European Unioror the
purposes of this document, the situation in 136t@es was examined. On this basis, the
commitment to mutual assistance and solidarity gmiBb states in countering, among
others: terrorism, cyber-attacks, energy secutitiedts, organized crime and border
management was clarified (European External AcBervice, 2016).

Security threats were also of interest to the EeaopCouncil on Foreign Relations
(ECFR), which commissioned to find out the viewsEtf states on the issue. To this end,
ECFR experts conducted surveys in all member statiesviews with policy makers and
renowned analysts, as well as extensive researgholidy documents and academic
discourse. The survey clearly showed that theeevisdespread perception across the EU
that security threats are increasing. Respondatds the threats facing their countries as
having intensified in the past decade and willristéy in the next. The biggest perceived
threats in 2018 were (in descending order): cyliacks, external meddling in domestic
politics, uncontrolled migration into the countgnd deterioration of the international
institutional order. The respondents felt thatdh#er of these threats would remain largely
the same over the next decade, but that each vimtelasify. ECFR experts estimated that
the situation was somewhat different in 2008, whiea following threats were most
frequently perceived (in descending order): ecowomstability and terrorist attacks,
neighborhood instability and energy supply disrmupsi, and cyber-attacks (Shapiro,
Hackenbroich, 2017).

The threats to the EU's internal security have &lsen addressed by the European
Commission, which, in it€ommunication on the EU Security Union Stratemtes that
globalisation, free movement and digital transfdioraon the one hand provide prosperity,
make life easier and drive innovation for EU citigebut on the other bring certain inherent
risks and costs. These can be used for terrorigyangsed crime, human trafficking and the
ever-increasing cybercrime. The European Commidsitinves that the structure of threats
to internal security is becoming increasingly coaxplattacks are facilitated by the ability
to work across borders and interconnectivity; tterrng of boundaries between the
physical and digital worlds also contributes toetiis; perpetrators exploit vulnerable
groups and social and economic differences. Attaelksoccur without any warning and
perpetrators leave little or no trace (European @a@sion, 2020).
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In summary, according to researchers and expkesitjgest threats to the EU's internal
security (in no set order) are: terrorist attackgyer-attacks, organized crime, energy
insecurity, climate change, irregular migration apidemics (Figure 1).

Terrorist attacks

Epidemics > e - Cyber attacks
EU
internal security
lllegal migration A~ <: Organised crime
i)

Climate change

Figure 1. Threats to internal security of the EU
Source: Own work.

3. ESSENCE OF THREATS TO INTERNAL SECURITY

Currently, threats to the internal security of Ei¢ have been unchanged for at least ten
years. However, the scale and nature of some hbapged, making them even more
dangerous.

The unlawful use of force against persons and ptppe intimidate civilians or coerce
EU governments has been occurring for several @scathe opening of the Union's
borders to refugees arriving from North Africa atet Middle East has undoubtedly
contributed to the increased threateforist attacks in the EU. Along with the migrants,
jihadists emerged in Europe and brought the cdrfflien the Middle East to the EU. These
terrorists quickly became active (Shaffer, 2020)ye@ight on 13 November 2015, they
carried out a series of bombings in the Frenchtabghiat killed 129 people and injured 350.
Four months later, on 22 March 2016, 32 peopletarek suicide bombers were killed and
316 injured in three coordinated bombings carrigtio Brussels. In Nice on 14 July 2016,
a truck bomber drove into a crowd of walkers - &bgle were killed and 202 injured.
A similar attack took place in Berlin on 19 DecemB816 — 12 people were then killed
and 48 injured (Siemgikowski, Zigba (sc. ed.), 2016a).

The fact that there has not been a major spectautarist attack in EU countries in
recent months does not mean that the above thasdtden eliminated. Unfortunately, the
terrorist threat is still very serious. The detdikxtent and nature of terrorism currently
occurring in EU countries is revealed in the Eusogénion Terrorism Situation and Trend
Report 2020In 2019, 119 thwarted, failed and carried outoiést attacks were registered
within the EU in 13 countries. Most of these ocedrin the UK with 64, Italy with 28 and
France with 7 (Europol, 2020). The vast majoritytexfrorist attacks were attacks, using
non-advanced technology, directed by individuapptmators against individuals in public
spaces (European Commission, 2020). The explosised in attacks are mainly obtained
by terrorists from areas where armed conflicts haken place or are still taking place, in



Diagnosis of Threats to the European Union’s... 11

cooperation with organized crime groups. Terropsbpaganda has taken on new
importance with the live streaming of attacks aatmout.

In the case of Islam terrorism, individuals who gbtiin the ranks of the so-called
Islamic State and later returned to EU countrievémious reasons and in various ways are
not dangerous, as they can generally be monitdree.same applies to Islamists on EU
territory who carry out radical activities, e.g. mernet forums or in mosques. The most
dangerous individuals are those who identify witlainic fundamentalism and at the same
time are willing to use terrorism, but do not pahlidisclose their views (Wojciechowski,
2018). Terrorist organizations send their membeE4 countries, who blend in seamlessly
with the local population. These are usually stisland well-educated and wealthy people.
This camouflage provides an opportunity for an spsgting terrorist group to expand its
structures on the EU territory.

Despite the efforts of many security servicespgsm, especially religiously motivated
terrorism, has not ceased to threaten the EU; @urdhtrary, this threat affects not only the
UK, Italy or France, but also other EU countries]uding those not yet under attack, which
is due, among other things, to the fact that theadled Islamic State needs spectacular
successes after its defeat in Syria and Iraq. #i9e a manifestation of the strategy of
creating new battle fronts, i.e. attacking in ewmew places, taking advantage of the
determination and radicalism of some of its supgrert

The digitalization over the past three decadeslmbst all areas of human life has
undoubtedly affected their security. The widesprasel of computers, networks and wider
ICT in both the public and private spheres has cavith not only benefits but also
increasing vulnerability to their harmful use. Witbday's rapidly evolving digital
techniques and global business environment, bardgatgms, industrial installations and
energy networks are particularly vulnerableyber-attacks

There are various motives that can prompt a cytiacla One reason may be the cost
of regular military action, which is incomparabligher than online activity. Nowadays, to
launch a cyber-attack, all you need is accessem#t and some skills. An attack can be
organized from anywhere on the planet with Inteiaetess. The barriers between state,
private, commercial and military are blurred. Thigim of the attack and who is behind it
are unknown. The attack is sudden and unpredictéidevictim does not expect it, is
unaware of the danger and unprepared to withstachonymity gives the opportunity to
manipulate information, makes it difficult to repmh attack. There is a minimal risk of
detecting a ready-made attack, and we also donow khe attacker's intentions. A greater
propaganda effect and public recognition is givempéaralyzing the information system of
state institutions than by aggression on innoceonpje.

Europe has had to deal with cyber-attacks on a eumhboccasions, as exemplified by
data from the Federal Office for Information andn@ounication Security (BSI), which
shows that in the second half of 2018 there weiehHeking attacks on Germany's critical
infrastructure, 19 of them on electricity grids.the entire previous reporting period (i.e.
June 2017 to May 2018), there were 145 digitakasi And in the previous one (2016/2017)
— 34. The BSI also assumes that it does not knawtaddl attacks — some are missed and
some are not reported. In December 2018, the lahgeking attack on German politicians
to date took place in Germany. It resulted in tladof around a thousand German
politicians, including Chancellor Angela Merkel aRcesident Frank-Walter Steinmeier, as
well as celebrities and journalists, being leakelihe (BusinessAlert, 2019).
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Harmful online activity continues to grow. Due tolioe services being attacked, e.g.
through the use of malware, the end user is inorglysvulnerable to hackers. At the same
time, the grey market, where cybercriminals sedirtillegally acquired information, skills
and tools, continues to flourish. Stolen personal fnancial data has a tangible monetary
value. Many new criminal activities are involvedick as phishing for passwords and
confidential data, targeting fake websites, disttiitg malware and hacking into databases
(Stolarski, 2019).

Modern industrial espionage has a significant imhpacthe economy, jobs and growth
in the EU. The cost of cyber theft of trade secigtsstimated at EUR 60 billion and the
resulting potential loss of 289,000 jobs (Europ€ammission, 2018).

There are many reasons that make the threat of-@ftaeck high and growing. The most
commonly cited include: strong economic and businies between companies, political-
economic and military ties between countries, pagsilience and protection of data
communication systems against this threat, poonnieal infrastructure and detection
systems, countermeasure and neutralization systiemsawareness and knowledge of
users about the threat and related consequenckgflappropriate structures for analysis,
prevention and improvement of the countermeaswstesy (ybrowski, 2015).

Despite having a modern security system in EU a@stvith highly developed digital
technology, such as: Germany, France or the Urkieddom, political, economic and
social ties with countries with poorer and less ambed technical and information
infrastructures also make them vulnerable to cytireks and force them to maintain
economically large expenditures to counter andgatdheir own information systems and
networks.

Organized crimeis a phenomenon that permeates all aspects aflsecbnomic and
political life. Europol data included ifhreat Assessmer@rime in the age of technology
shows that in 2017 there were over 5,000 orgargzetk groups operating in the EU, with
members from over 180 countries. Compared to 288 number of observed criminal
groups increased by nearly 1,500 (SOCTA, 2017).

The activities of organized criminal groups areused on seeking maximum profits
with the least possible risk of suffering the capnsnces of illegal activities. Criminal
groups generate huge revenue, which together exaeathount of several billion euro per
year. The activity of criminal groups manifest&ifsn many ways, but most often through
cross-border fllicit drug trafficking, smuggling @fegular migrants, human trafficking,
excise fraud and money laundering.

According to theEuropean Drug Reparthe European drug market receives both local
production and drugs trafficked from other partthefworld. South America, Western Asia
and North Africa are the main source regions faigdrentering Europe. Organized crime
groups are also interested in the production aaffidking of psychoactive substances and
precursor chemicals necessary for the manufacfuliecin intoxicants (EMCDDA, 2019).

The structure of a criminal group smuggling migsarst usually a loose network of
smaller groups. Most of them have ethnic or otldtucal ties to the migrants they facilitate
to cross the border illegally. Traffickers are duio detect and exploit various changes in
society, such as changing law enforcement tactidchanges in legislation, as well as the
opening of new or cheaper transport routes or nady crossings.

Establishing the exact extent of human traffickimghe EU is currently impossible due
to the lack of a harmonized data collection syst@number of victims is estimated to be
in the hundreds of thousands. According to datarded in Europol's systems, 71% of
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identified victims of trafficking in human beingsve EU nationals and 29% were non-EU
nationals, including from West Africa and Asia (Bpol, 2016).

Trafficking in human beings can take many formsrfrarganized prostitution, begging,
illegal adoption to trafficking in human organs luded. In recent years, a new area of
criminal activity has been identified — human tigfing for the fraudulent collection of
social security benefits and child allowances.

The basic model of transnational VAT fraud invohatdeast two EU countries. It is
perpetrated by criminal groups that structure eelatompanies and individuals, while
exploiting various details of national tax systemos mask the real links between
participants. The actors involved in VAT fraud tteae initially responsible for the tax
damage - the so-called disappearing economic entitiare only active for a short period
of time, sometimes only weeks (Europol, 2011).

The most problematic aspect of detecting the digts/of an organized criminal group
is that it does everything to maintain the appeaganf legitimacy in order to hide the
sources of illicit income. Not only is money launidg closely linked to other forms of
crime, it is also a lucrative business that orgashizrime groups offer to other groups as
a stand-alone service. One way to combine legalillghal profits is through the use of
legally operating companies. Criminals can eithar such companies directly or do so
using intermediaries or intimidated individuals;kBwski, 2013).

Europol reports that almost half (45%) of organizeidhe groups operating in the EU
engage in more than one criminal activity. Manyhafm are very flexible and able to switch
from one criminal activity to another or add nelggal activities. They increasingly offer
their support and expertise to individual crimindlee majority of organized crime groups
(70%) are active in more than three EU countrigsare in ten in seven or more (SOCTA,
2017).

Undoubtedly, factors linked to scientific and dzdtional progress have had an impact
on facilitating the development and operation afamized crime in EU countries. These
include: instant communication (GSM technologiég, Internet, social media), increased
mobility (the opening of the Schengen borders, eofent transport links within the EU),
easy access to advanced technologies and the feasdiag financial transactions.

Climate changeis recognized as a serious threat to internatiseedrrity and stability.
The devastating impact of a changing climate ona@itinents is expected to take its toll in
this century (Pérez de las Heras, 2020). Most éxpake the position that climate change
is a “threat multiplier” and that all countries tfe world, especially rich EU countries,
should engage in actions to both prevent undesirdihate events and respond to crises
caused by them (Bremberg, Sonnsjd, Mobjorket, 2019)

One of the most serious consequences of climategehdestabilizing internal security,
not only in the EU, is the restriction of accesw/tter. Rising temperatures, due to increased
levels of greenhouse gases, particularly perfluinotylamine, which has a warming
potential more than 7,000 times greater than cadimxide (Pawlowski, 2020), affect the
amount of precipitation and the rate of melting méuntain glaciers, which impacts
available drinking water supplies. The latter igtisalarly important, since at least half of
the water consumed by about 40% of the human ptpalaomes from the summer thaw
of mountain glaciers. A reduction in agriculturabguction is also indicated. Every 1°C
rise in temperature above the current average saask% drop in cereal crops. This,
combined with projections that global food demaritl wcrease by half by 2030, could
pose a serious problem for humanity. Climate wagninincreasing the area of infectious
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diseases transmitted by insects, for example — Defeyer and malaria in particular. This
can have a particularly negative impact on thelle¥esecurity in geographical regions
where these diseases did not previously exist.riEeein temperature and the associated
process of melting glaciers will not be without iagpon sea and ocean levels. Its potential
consequences are population displacement on a veassale, all the more so as
approximately two thirds of the population (inclagithe EU countries) live close to the
coastline. This phenomenon threatens infrastructw@ch plays a major role in the
functioning of both EU economies and the globalheenic system (Skoneczny, 2011).

As climate change deepens, the existing civilizetiaconflict between the rich North
and the poor South may be exacerbated. Northemtices believe that one of the causes
of global warming is the rapid population growth tbé South and its rapid economic
growth, which does not take into account ecologdfigalors. Developing countries, on the
other hand, point to the North's excessive consismeand its link to the greenhouse effect.

Further, even more intense, global warming is mtedi and this trend seems a foregone
conclusion for at least a few decades. If a ma@canic eruption occurs, there may be
a short-term (up to a few years) cooling, but ttientemperature will continue to rise. This
is because the concentration of greenhouse gagks atmosphere is already high, and —
despite some attempts to limit emissions — theraoisend in sight for the increase
(Kundzewicz, 2008).

Although in the early 1990s there were large movamef people from the countries
of Central and Eastern Europe to Western Europs, did not pose serious threats to the
internal security of the EU in the same way as igration from non-European countries,
especially from North Africa and the Middle East.

According to the European Border and Coast Guardn8yg (Frontex), the sum of
violations on all European migration routes in fingt eight months of 2019, although 26%
lower than the year before, was still high, withoab68,700 cases (Muciski, 2019).
Factors affecting immigration include the breakafpmultinational states and directly
related ethnic and religious conflicts, naturabdiers, discriminatory government policies,
poverty, lack of adequate social welfare programd ancontrolled population growth
(Konarzewska, 2010).

lllegal migration is an acute problem of today's Europe. It is nyathke southern
countries of the continent that complain abouHitman trafficking routes are constantly
evolving, and the conditions under which they argied are an affront to human dignity.
The main beneficiaries are organised criminal gspupaping enormous profits. lllegal
migrationthreatens not only the internal security of the But,also, and perhaps above all,
the migrants. Migrants are often exposed to dedtiiewattempting to cross borders
illegally, physical and sexual violence and abdrcfor trafficking purposes.

The migratory threat of recent years is linkechwinhflux of people who have a different
system of beliefs from those of the European pdjfmuiaand thus their own rites, traditions
and customs. Undoubtedly, the presence of largebatsnof migrants, especially those
from other cultural and civilizational backgrounded poorly integrated into the host
society, causes strong social tensions, oftenrimdient in protests and street riots that
constitute serious breaches of public order.

It is not possible to assess the scale of irreguigrants arriving in Europe due to the
hidden nature of the phenomenon, and publishedndton contains only estimates
(Wawrzusiszyn, 2017).
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Infectious diseases have constantly accompanied amghthe modern world creates
conditions for their more rapid spread. The deveept of means of transport has greatly
accelerated the movement of people from placeaoepIChanges in location carry the risk
of transmitting viruses that can infect humansyreé and plants. The spread of viral
infections is undoubtedly facilitated by illegalgrétion.

Large-scaleepidemics involving countries or even continents, are paitrly
dangerous. Epidemics not only affect human heblihcan also cause serious economic,
social and political disruption. In 2017, scierttiahd public health organizations, including
the World Health Organization, warned that ano#g@demic was imminent and that no
country was sufficiently prepared to face the camiraves of disease (Dokos, 2019).

Two years later, an influenza virus (COVID-19) egeat that became dangerous to the
entire population on Earth. The disease caused@yIB-19 was initially not treated as
a serious threat by the authorities of EU countriesvas only after the increase in the
number of cases and especially of fatalities tkalth protection of EU citizens became an
absolute priority. To avoid further spread of tlms, various restrictions (e.g. mass events
were banned, schools and shops were closed) weoelilced in the EU. The lockdown
period and the need to maintain social distanceltezsin shifting many processes to the
digital space, which, on the one hand, proved tedbeatary in the time of crisis, but on the
other hand contributed to the growth of many abusgsecially financial ones.

The fight against the epidemic forces an increaseidgetary spending on public health
and government support for the most vulnerable @ziansectors and social groups. During
an epidemic, all sectors of the economy experielsiption. Scarcity of certain goods
leads to an increase in their prices. Reduced euimrexctivity produces lower tax revenues.
Because this happens when the government increpsesling, so it increases the fiscal
deficit and public debt. This in turn is the can$@ deep economic and social crisis.

Countries around the world are vaccinating on asimasscale. But beyond the logistics
and coordination of such a large operation, theenbther challenge — fighting the trade in
fake vaccines.

Complexity
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Cross-border - .~ Inter-penetration
Threats to EU
internal security

Different sources of . .
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origin

Link to scientific and
technological
progress

Figure 2. Essence of threats to internal secufith@ EU
Source: Own work.
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Itis likely that no country EU will emerge fromelerisis caused by COVID-19 without
compromising its capacity. Economic hardship ansing unemployment can fuel
recruitment of individuals for organised crime gpsu Conversely, home isolation and
hours spent online provide an excellent 'opporyund learn the anti-systemic narrative
used by terrorists (Europol, 2020).

To sum up, the results of the conducted researich fmocomplexity, inter-penetration,
trans-borders, different sources of origin, caussignificant losses and being linked to
scientific and technological progress as the bésatures of the current threats to EU
internal security (Figure 2).

4. CONCLUSION

Threats are an inseparable part of human life. Desyabilize it, deprive of a sense of
security and in many cases lead to the collapselfe systems. Threats are subject to
constant re-defining and evolution. In the conditio of growing international
interdependence and globalisation processes mjilitaeats cease to be the only threats.
Next to them there are political, social and ecoigotireats creating their non-military
dimension.

The greatest threats to the internal security @b today are undoubtedly associated
with the unlawful use of force against people arabprty, illegal activities in cyberspace,
the activities of organized crime groups, energeaurity integrated with primary fuels,
climate change as a result of global warming, aresx of illegal migrants and highly
contagious diseases with a wide range. From theppetive of the last year, the
COVID-19 epidemic has proven to be particularlyetiening to the internal security of the
EU, which has been recognized as a multidimensibnaht with extreme economic, social,
political and even cultural consequences.

The current threats to the EU's internal securigéyaacomplex phenomenon. They arise
against a background of political, economic, socd other contradictions and
antagonisms. Threat carriers are state and nom-atabrs. They are caused not only by
human actions, but also by natural causes. Theyraata global, regional and local scale.
They do not occur individually. They are intertwinén certain situations, one threat can
take the form of another. They evolve using thedatechnology. They often have an
avalanche character. They also have a high captacitggatively affect most aspects of
state (community of states) functioning.

Although the primary responsibility for internalcseity lies with the Member States,
recent years have shown that the security of eatikidual Member State is equivalent to
the internal security of all EU countries. The Unresponds to threats in a multidisciplinary
and integrated way, providing Member States' sgcuservices with the tools and
information they need. Practice shows that curesgl, practical and support mechanisms
are insufficient and need to be strengthened antawed. Close cooperation not only
within the Union but also with third countries aatlithe global level is essential to fight
threats effectively and comprehensively.
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