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THE ROLE OF INSURANCE IN CYBER RISK  
MANAGEMENT IN ENTERPRISES 

Modern enterprises run their activities in an innovative environment. The use of modern 
technologies is, therefore, becoming a prerequisite for maintaining the current market position 
and ensuring competitiveness with other entities. However, the use of innovative IT solutions 
creates the risk that certain disturbances in the functioning of computer programs or the oc-
currence of cyber attacks will bring losses to the company, thus negatively affecting financial 
results. Materialisation of cyber risk may also have a negative impact on the company's image 
and, consequently, a potential decrease in sales of goods. Therefore, a proper assessment and 
management of cyber risk in modern enterprises is important. One of the methods to manage 
this risk is cyber insurance. A large number of cyber attacks and the development of new 
technologies has resulted in enterprises using cyber insurance, as evidenced by the significant 
increase in gross written premium in recent years. The research conducted by various institu-
tions forecasts a dynamic growth of cybernetic insurance premiums in the coming years,  
suggesting that cyber insurance will grow in popularity.  

The purpose of the article is to present the necessary conditions and risks for the function-
ing of innovative enterprises in the current economic environment.  In addition, the article 
analyses the occurrence of individual risks in business operations and their financial effects. 
The research also presents a scale in the use of cyber security in managing cybernetic risk  
of enterprises and provides future development directions of cyber security products. The  
research utilised methods of analysis and synthesis of secondary data in formulating con- 
ditions.  
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1. INTRODUCTION 
Virtually every enterprise uses computer programs in its operations. This use of IT tools 

can take place at different levels and with the use of IT programs of various levels. How-
ever, in the age of constant development of new technologies and the emergence of more 
and more advanced IT systems, enterprises are implementing more and more processes  
using the latest technological achievements. Automation and transferring more and more 
operations to a virtual environment creates the risk that various types of disturbances in the 
functioning of systems will negatively affect the enterprise and will be reflected in the  
results achieved. 

New technologies used on a larger scale began to dominate the strategies of enterprises 
at the beginning of the 21st century. The change in the business concept and an approach to 
strategy formulation was influenced by many factors, but the most important of these were 
globalization and extremely fast technology development, civilization progress and focus 
on innovation (Puto, 2017). The direct consequence of changing the approach in formulat-
ing the strategy was also the emergence of new trends in the way of managing the enterprise. 
Difficulties in this field are a consequence of the occurrence of the risk phenomenon, the 
implementation of which in extreme cases may lead to bankruptcy of the entity at risk, with 
simultaneous consequences for the business environment (Dankiewicz, 2018). New ap-
proaches to enterprise management have begun to be oriented towards the innovation of the 
organization, knowledge and innovation management, and conducting research aimed at 
increasing the innovation potential of the enterprise. The changes observed in recent years 
related to the dynamic growth of innovation of European enterprises have been a kind of 
reflection of the priorities assumed by the Europe 2020 strategy. What's more, the ability to 
create and implement innovations has become one of the main challenges of modern enter-
prises (Pomykalski, Blażniak, 2014). The literature even mentions that innovation is a key 
process for the survival of an organization (Machová, Huszárik, Šimonová, 2016). 

The purpose of the article is to present the conditions for the functioning of innovative 
enterprises in the current economic environment, as well as to define the risks that are in-
herent in the business. In addition, the article analyzes the occurrence of individual risks in 
business operations and their financial effects. The scale of using cyber security in manag-
ing cybernetic risk of enterprises was also presented and future development directions of 
these products in the world were determined. 

2. LITERATURE REVIEW 
The technological progress observed in the economic environment forces the companies 

to constant, dynamic development associated with the use of new solutions in conducting 
business activity. These processes condition changes in modern enterprises, and the grow-
ing global market means that the roles and tasks of enterprises and their managers change, 
among others, by introducing new technologies. Therefore, it becomes important to create 
new structures that are designed to respond to the challenges posed by a competitive market, 
where unfair market practices appear more and more often (Ostrowska-Dankiewicz, 2019), 
and the vision of the enterprises of the future tends towards learning, intelligent and virtual 
(Kubik, 2012). 

The use of modern technologies can create great opportunities, especially for small and 
medium enterprises. The progressing globalization means that the expectations of custom-
ers and business partners are changing, and the implementation of new technologies enables 
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small and medium-sized enterprises to access information infrastructure comparable to that 
used by the largest enterprises. The use of internet tools, in turn, can help increase the effi-
ciency of operations carried out by enterprises, change the organizational chart or com-
pletely redefine the way in which the organization conducts its activities (Kos-Łabędowicz, 
2013). 

The impact of changes on the market on modern enterprises is shown in figure 1. 
 

Modern enterprises use many innovative solutions, which include cloud computing,  
artificial intelligence (AI) or Internet of Things (IoT). All the technological innovations 
available in the market can bring many benefits to enterprises, but one should remember 
about the threats that result from process automation and their transfer to virtual environ-
ments. I am talking in particular about cyber attacks, which can have particularly severe 
consequences in the case of organizations that base their activities mainly on IT systems. 
Therefore, cyber risk management seems to be one of the key aspects of enterprise manage-
ment, and in the case of enterprises using modern technologies to a large extent, it is possi-
ble that even the most important aspect of doing business 

The analysis of the literature shows that cyber risk does not have an unambiguous, pre-
cise definition, which is the result of a very wide range of risk, as well as various defining 
perspectives. Cyber risk may have a different nature depending on the organization it co-
vers. From the point of view of enterprises, this is an operational risk of anthropogenic 
origin, while for insurance companies it is an insurance risk defined by a catalog of various 
forms of its materialization. However, in the narrowest sense, cyber risk can be defined as 
the risk of occurrence of electronic events that cause disruptions in business operations or 
financial losses, or as a risk that is associated with the possession and use of IT equipment 
and technology in the organization (Strupczewski, 2017a). 

As a result of cybernetic materialization, cybercrime occurs, which may involve various 
activities that affect both individuals and businesses. In the case of individual persons, in 
particular, the crime of identity and personal data theft is mentioned, while in the case of 
enterprises, e.g. theft of intellectual property can be talked about (Wierzbicka, 2017). 
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Figure 1. Changes taking place in a modern enterprise 

Source: Own elaboration based on (Kubik, 2012). 
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For enterprises, the threat of cyber attacks is high and it is still growing. Such attacks 
can have many negative consequences for enterprises, which may manifest themselves in 
closing energy networks, disclosing offers to competitive enterprises or disabling websites 
that may be necessary to conduct standard business. What's more, it is noted that hackers 
are now becoming more sophisticated, which means that enterprises will have to constantly 
focus on cyber security and increase the expenditure associated with securing themselves 
against these attacks (Brockett et al., 2012). 

The targets of cyber attacks can be different. The idea behind such an attack may be 
hackers' desire to raise money, data or technology. However, if the purpose of such an attack 
is personal data or confidential business data, then one can speak of an incident of data 
breach (Strupczewski, 2017b). This, in turn, may impose penalties on entities that have 
insufficiently secured such information. 

Considering the danger of losing any information processed within the enterprise and 
incurring the related costs, the goal of all enterprises, and especially those that use IT sys-
tems to a large extent, should be to manage cyber risk in such a way as to ensure the state 
of cyber security of the organization . Cyber security can be understood as a set of defensive 
methods that aim to reduce the risk of malicious attacks on software, computers or networks 
(Craigen et al., 2014). 

Many organizations have their own crisis management structures whose task is to  
facilitate appropriate response to internal crises, regardless of their cause and nature. It is, 
therefore, important that these mechanisms are coordinated so that they are able to act also 
in the event of cyber risk incidents. To determine when and what safeguards to apply,  
organizations may take some action to prioritize and assess threats and, as a consequence, 
seek cyber security (Public Safety Canada, 2016). These actions are shown in figure 2. 
 

 

Figure 2. Cyber Security Fundamentals 

Source: Own elaboration based on (Public Safety Canada, 2016). 
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can also be very widely spread, even on a global scale. The second feature is a very large 
number of potential threats, both threatening and harmless. These features make it necessary 
to develop techniques and procedures that provide guidance on how to properly assess and 
manage cyber risk (Refsdal et al., 2015). 

The process of appropriate risk management is a very important element of business 
operations. This applies to risks of different origins, including cyber risk. However, in the 
event of events that cause disruption to business operations, they must face some financial 
losses or other additional costs. The determination of potential costs related to the ma- 
terialization of cyber risk was the subject of research in the literature. In his research,  
S. Romanosky focused on four types of cyber attacks: data breaches understood as disclo-
sure of personal information, security incidents, i.e. malicious attacks directed at the enter-
prise, violation of privacy and phishing/skimming. The author points out that by far the 
most common of all cyber threats tested were data incidents, in particular personal infor-
mation such as credit card numbers or medical information. However, when it comes to 
costs resulting from cyber threats, the author indicates that they may have a different nature. 
In the event of a data breach, the costs incurred by an undertaking may include the costs of 
a criminal investigation, the cost of notifying consumers. In addition to these, these may 
also be the costs of settlement between the parties, fines or fees imposed by government 
agencies. Moreover, in a sample of 12,000 cybernetic events studied, the cost of a typical 
incident was less than 200,000. USD (Romanosky, 2016). 

However, it is noted that the costs of cyber security breaches for one enterprise can reach 
billions of dollars. Moreover, such studies are most often conducted using surveys, which 
causes some distortion of the picture of real costs as the participants of the study often take 
into account only the direct costs associated with the materialization of cyber risk, such as 
the costs of detecting such violations or any loss of assets. Often, costs such as a potential 
decrease in sales or potential future obligations arising from a breach of cyber security are 
not estimated (Gordon et al., 2015). 

The subject of research of scientists is also the impact of cyber attacks on the price of 
shares of an enterprise. The research conducted showed that the market provided a negative 
return on investment in the period after data breach as a result of cyber attacks (Kammoun, 
2019). Another direction of research includes the impact of cyber risk on return on shares 
of enterprises that suffer from some information gaps (Colivicchi, Vignaroli, 2019). 

Some scientists have also tried to develop a flexible and transparent methodology for 
estimating both current and future global costs of cyber risk. The research conducted 
showed that cybercrime directly affected gross domestic product. On a global scale, direct 
baskets were USD 6.6 trillion, while total cybercrime costs can range from USD 799 million 
to even USD 22.5 trillion (Dreyer et al., 2019). 

The costs incurred by enterprises related to the cyber risk materialization should be min-
imized accordingly. The company's goal should be to limit the frequency and scale of cyber 
incidents. However, when such actions are not entirely possible, enterprises should manage 
cyber risk in such a way as to at least limit the financial consequences of such phenomena. 
Cyber insurance is a way to manage risk in this area. 

Cyber insurance has been studied both in the context of the risk transfer method, but 
also as a mechanism to motivate the improvement of cyber security (Khalili et al., 2017). 
Although there are more than 10,000 cyber attacks per day around the world, most corpo-
rations are just beginning to realize the vulnerability to such incidents. Therefore, cyber 
insurance seems to be one of the future areas of development when it comes to cyber risk 
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management. As a result, insurers will be able to generate revenues from the provision of 
services consisting in monitoring cyber attacks and appropriate active response to them 
(Nylor, 2017). However, it should be noted that the cyber insurance market is a relatively 
young market and faces many challenges. These include the lack of data, the problem of 
defining a contractual language or specification of standards in the field of risk assessment 
(underwriting). These challenges are practical, and to meet them requires insurers to gain 
more experience in this field. On the other hand, there are also theoretical challenges related 
to correlated risk, as well as the interdependence of information security and asymmetry.  
A thorough theoretical analysis is required to enable market development and benefit from 
social benefits (Martinelli et al., 2018). 

Literature analysis shows that at the beginning of the 21st century, insurers began to 
offer products that they felt were protected against financial losses that resulted from data 
breaches. The types of risk that cover such policies include, first and foremost: identity 
theft, business interruption, loss of reputation, litigation costs, malware or human errors 
(IIROC, 2015). The scope of liability of insurers under cyber insurance can include both 
direct losses incurred by the policyholder (First Part Loss) and coverage of losses on third 
party items (Third Party Loss). The detailed scope of responsibility is presented in table 1. 

Table 1. Examples of cyber-insurance coverage 

First Part Loss Third Party Loss 

• Loss of business income due to cyber incident 
Business interruption 

• Damage to intangible assets 
• Damage to tangible assets (products liability)  
• Loss due to outside provider security or sys-

tem failure 
• Loss due to system failure or human error 
• Cost of ransom payment 
• Cyber specialist 
• Loss due to accidental damage of computer 

system 
• Financial loss from fraudulent electronic 

transfer of funds 
• Data restoration 
• Extra expense 
• System clean-up costs 
• Administrative investigation and penalties 

• Liability claims 
• Fines 
• Media liability 
• Wrongful collection of information 
• Media content infringement/defamatory con-

tent Yes Violation of notification obligations 

Source: (EIOPA, 2018). 

In addition, the use of cyber security can bring other costs and services benefits to en-
terprises. The benefits reported by cybernetic insurance clients are presented in figure 3. 

In addition, the use of cyber security on the macro-social scale provides three very im-
portant benefits. Cyber insurance stimulates the increase of investment in IT systems secu-
rity, creation of a code of good practices in managing cyber risk in an enterprise, as well as 
raising the level of society's wealth (Strupczewski, 2017a). 
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Figure 3. Benefits of cyber insurance for enterprises 

Source: (EIOPA, 2018). 

However, it should be noted, however, that effective cyber risk management in an  
enterprise should be based on the use of cyber security, not only to transfer risk, but also to 
create incentives to invest in cyber security. However, this is difficult because of the asym-
metry of information that makes it difficult for insurers to monitor their cyber security  
activities (Shetty et al., 2018). On the other hand, companies' reluctance to use cyber secu-
rity can have various reasons. Customers may have concerns about costs and revenues – 
some companies believe that such insurance is too luxurious. Another important factor may 
be the uncertainty as to the payment of benefits in the event of materialization of cyber risk, 
which is directly related to the fact that cyber insurance is a relatively young service, so the 
market itself is not fully tested. Some companies in the high technology industry are char-
acterized by a relatively high risk appetite, which in their opinion insurance does not seem 
to be a necessary investment. The last reason is the matter of maturity. Some companies 
may not be aware of the possibilities of cyber risk insurance, while others may not be aware 
of being exposed to this type of risk (Meland et al., 2017). 

3. THE SCALE AND COSTS OF CYBER ATTACKS FOR BUSINESSES 
The cyber threats that enterprises may face in their business activity may have many 

common features, however the risk characterization depends to a large extent on the profile 
of their activity. Slightly different threats will affect financial institutions, and other manu-
facturing or service enterprises. The threats to individual industries are presented in table 2. 

Cyber threats are affecting companies located all over the world. However, studies show 
that the incidence of cyber security incidents varies from country to country. Most malware 
attacks occur in Bangladesh and Algeria, while the smallest number of attacks was observed 
in Denmark and Ukraine (https://financesonline.com). The most common types of cyber 
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attacks in the United States and their share of the total number of attacks are shown in  
chart 1. 

Table 2. Cybernetic risk exposure in specific industries 

Industry Exposures Common claims 

Financial  
institutions 

High exposure to cyber risk due to a combination of 
factors: cyber crime, hacktivism and sophisticated at-
tackers carrying out espionage on behalf of a benefi-
ciary. Vulnerabilities to cyber event can be high as 
many financial institutions are dependent on highly in-
terconnected networks and critical infrastructures. 

Social – Phishing 
and Human Error 

Healthcare Increased reliance of Healthcare companies on com-
puter systems to collect and transact highly sensitive 
personal health and medical data. There is a high expo-
sure to administrative errors. 

Human Error and 
Misuse 

Retail Retail companies often have many locations that may 
or may not operate on centralised IT systems; a poten-
tial dependency on websites due to the increasing num-
ber of online sales, and an aggregated amount of sensi-
tive personal information 

Hacking and Social – 
Phishing 

Hospitality Cyber related exposures include large volumes of con-
sumer and employee information, often heavy reliance 
on websites for customer bookings, and loyalty pro-
gram information can lead to privacy issues 

Social – Phishing 
and Hacking 

Pro services Confidential data hold by a law firm or an accountant 
can be lucrative for an attacker, and the reputational 
consequences for a firm suffering a breach can be 
highly damaging. 

Human Error and 
Hacking 

Manufacturing One of the largest industries being targeted by cyber 
criminals. Many manufacturers are leveraging the In-
ternet of Things (IoT), digitalisation, and cloud ser-
vices, which all increase the impact of certain cyber 
events. 

Malware and Social 
– Phishing 

Education Educational establishments are at risk due to the sensi-
tive data they hold on students and staff; schools and 
universities often have limited IT budget and resources. 

Social – Phishing 
and Hacking 

Media/Entertain-
ment 

Cyber extortion threats that may target sensitive mate-
rial and content. Attacks or computer system outages 
may significantly impact broadcasting activities and 
timely content delivery. The possession of sensitive 
personal information of subscribers compounds the ex-
posure. 

Human Error and 
Social – Phishing 

Technology Technology companies are trusted by their clients and 
customers to be industry leaders in the cyber security 
and protection of data, increasing the reputational dam-
age that could follow a cyber event. 

Hacking and Human 
Error 

Source: Own elaboration based on (CHUBB). 
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Chart 1. Most common cyber attacks experienced by the US companies 

Source: Statista (2018). 

An important issue related to the analysis of cyber risk is the financial consequences 
that must be taken into account by enterprises that have been affected by any cyber attack. 
Both the analysis of the literature and the market situation indicate that incidents violating 
cyber security are costly for enterprises and may significantly burden their financial result. 
The average organizational cost of enterprises in the United States after a data breach inci-
dent is shown in chart 2. 
 

 

Chart 2. Average organizational cost to a business in the United States after a data breach 
from 2006 to 2019 (in milion U.S. dollars) 

Source: Statista (2019). 

An analysis of the costs incurred by American enterprises shows that despite the fact 
that in 2012 costs began to decrease, in 2019 they were already more than 2 times higher 
than in 2006. It shows how dangerous cyber threats can be to enterprises, as well as their 
dynamic growth in the last years. The United States is also a country where cyber incidents 
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occur most frequently and generate the highest costs for organizations. The summary of 
average annual costs related to cyber attacks in selected countries is presented in chart 3. 

 

 

Chart 3. Average annualized cost of cyber attacks on companies in selected countries in 2018 
(in millon U.S. dollars) 

Source: Statista (2019). 

When analyzing the annual costs in selected countries, it can be seen that in the case of 
European countries cyber attacks generate much lower costs than in countries such as the 
USA or Japan. It should be noted, however, that Germany bears the largest costs associated 
with the implementation of cyber risk among all European countries. 

4. INSURANCE DEVELOPMENT POTENTIAL IN CYBER RISK  
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One of the methods of managing cyber risk in enterprises is cyber insurance. Despite 
the significant benefits of these products, their use is relatively low. The share of expendi-
ture on cyber insurance in relation to the total costs incurred to ensure an appropriate level 
of cyber security in the organization is presented in chart 4. 
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written premium due to cyber-insurance doubled. In addition, the forecasts show that in 
2020 the gross written premium should increase by 60% compared to 2019. Therefore, it 
can be seen that cyber insurance is constantly evolving and it can be assumed that their 
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share in expenditure related to cyber security, and therefore their role in the cyber risk  
management process will grow. 
 

 
Chart 4. Annual cyber security spending (in $bn) 

Source: Own elaboration based on (Marsh, 2019). 

The development of the cyber insurance market is also forecast by Aon. The research 
conducted shows that the largest market for the aforementioned insurance is the United 
States, while the remaining countries have so far had a marginal share in the global  written 
premium. These studies also show that European Union countries began to have any signif-
icant share in the global premium only from 2013. Detailed data on the increase in global 
premium written in cyber insurance are presented in chart 5. 
 

 

Chart 5. Global cyber written premiums 2009 – 2022 

Source: (Aon, 2018). 
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The analysis of the research by Aon shows that the development of cyber insurance will 
be the most dynamic in those markets that so far have had a small share in the global  written 
premium. In the United States, where cyber risk insurance has been popular for years, this 
increase will not be as noticeable. However, in the case of European Union countries, the 
value of the market in 2022 should double, similarly to other countries of the world. Re-
search shows that in 2022, the global value of the cyber-insurance market measured by 
gross written premium will be around USD 7,000 million. 

5. CONCLUSIONS 
Cyber risk is now a significant threat to all enterprises, not just those that use the most 

modern technologies. Moreover, the effects of materialization of such risk may also signif-
icantly affect natural persons. Violation of data processed in enterprises may lead to the 
disclosure of personal or confidential information, which may endanger the interests of so-
ciety. In turn, such incidents can significantly affect the results achieved by an enterprise. 
The deterioration of profits may be the result of not only the direct costs associated with the 
materialization of risk within the enterprise, but also may be the result of the need to pay 
compensation or sanctions imposed by institutions supervising various market segments. 
Therefore, proper cyber risk management is extremely important in order to minimize the 
negative financial consequences for enterprises. 

Cyber security is one of the methods that enables this. Although these products are not 
very popular, especially in countries other than the United States, their dynamic develop-
ment is noticed, as evidenced by an increase in gross written premium both globally and in 
individual countries. The coverage of material consequences of cyber risk guaranteed by 
insurance can minimize business losses, and can also improve reputation as customers and 
shareholders feel safer seeing that the company has collateral in the form of a policy pur-
chased. 

Therefore, the development of the cyber risk insurance market creates huge opportuni-
ties for organizations to secure their financial interests against the negative effects of risk 
materialization, and thus also to be able to conduct standard operations even when there is 
a real threat of cyber attacks. 
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